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AS – Level ICT

IT04 13.6a Legal Aspects (Introduction)

· To understand the Legal aspects of IT within an Organisation

· To understand the need for a corporate information technology security policy

· To appreciate the importance of subjecting IT systems to an audit

· To understand the need for Disaster Recovery Management

· To look at the way that the current legislation is enforced within organisations

There are many legal considerations which regulate the use, by companies, of IT equipment, programs and data. There is legislation that influences how organisations operate. We need to understand the security problems raised by these legal obligations along with what companies can do to make staff aware of the need for security, and what action organisations can take to minimise any loss which occurs.

ACTIVITY 1:

Some laws are specially aimed at the use of IT 

Can you name all the laws that an IT professional should know about.

· The Copyright, Designs and Patents Act 1988 

· The Data Protection Act 1998

· The Computer Misuse Act 1990.

Corporate IT security policy

All good companies maintain strict security to protect their competitive advantage and to ensure that the company's quality image is upheld and protected from unauthorised disclosure of any personal information kept about their customers and staff.

As organisations become more IT dependent in their day-to-day operations, the availability, integrity, and confidentiality of the information stored is of paramount importance. It is therefore necessary to protect these systems, in a cost effective manner, with appropriate levels of security.

ACTIVITY 2:

Information systems are vulnerable to two broad areas of threats, accidental and deliberate damage. Under the two headings accidental and deliberate, write as many threats as you can.

Accidental threats include;

· Human error, 

· Fire

· Failure of equipment

· Natural disasters (floods, earthquakes, etc.); 

Deliberate threats include;

· Fraud

· Sabotage 

· Vandalism

· Arson 

· Espionage 

(Note: These threats can come from within the organisation or from outside)

To deal with these threats, all organisations should have a corporate information technology security policy. This policy should be produced by, and have the backing of, the senior management and directors. The corporate IT security policy is a document covering all aspects of security within an organisation. It also contains conditions and rules that need to be obeyed by all staff.

Misunderstandings about what employees are required to do will occur unless the communication between the management and other staff are of the highest standard. It is therefore desirable for organisations to spell out to employees what is acceptable and unacceptable behaviour with respect to computers and IT systems. 

Many organisations have a document called an `information technology policy statement' that covers all aspects of computer operations, and which all users are expected to read and then sign to say that they have understood and agree to abide by it. Some organisations go further than this and have training courses covering the corporate IT security policy. Such courses tell employees what they can and cannot do and also give some insight into the reasoning behind the rules. 

Courses often explore the Computer Misuse Act and the Data Protection Act, and generally raise awareness of the threats to the information held by the organisation.

There are many things a corporate IT security policy should address, a few of which are covered next.

Prevention of Misuse

There are many things an IT manager can do to prevent misuse. 

· Not letting users gain access to the operating system can prevent almost everyone from deleting (deliberately or accidentally) certain key files. 

· The use of firewalls can prevent users accessing undesirable parts of the Internet and these are particularly useful in separating legitimate from unauthorised Internet usage.

· There are many physical security methods that prevent unauthorised access to the machines as well as logical security methods, such as the use of passwords that limit a user's access to certain programs and files only.

Detection

It is one thing to talk about misuse of computers, but quite hard to detect such abuse, since staff will try to hide it.

· Adequate provisions for audit trails that can be used to detect fraud. 

· Some systems make use of sophisticated computer audit fraud detection models that look for abnormal activities in business transactions. They are then able to take action quickly to minimise any further damage.

· With networks, the network operating systems usually provide an access log to show the network administrator who is using which files. Some systems allow the network manager to see exactly what any user is doing on his screen. In this way they can see if staff are playing computer games or loading unsavoury material from the Internet.

Investigation

When IT resources are scattered around a building, or even over a wider areas, it is hard for the person in charge of IT security to ensure that all hardware and software is being used in accordance with the corporate IT security policy

Once a security breach has been detected, it is necessary to make sure action is taken. In many cases the action taken will have the force of the contract of employment or security policy that all employees have signed. Any punishment will act as a deterrent to others, but it is extremely important to make sure that the whole matter is dealt with fairly. If one person is punished for loading and using unauthorised software on their machine, the organisation needs to be fairly sure that this person has not been singled out when such activities are commonplace across the whole organisation. When members of staff are disciplined in this way, industrial relations can become strained but if staff are treated fairly, other employees usually see the need for the organisation to take appropriate action.

Before taking any disciplinary action the organisation needs to be certain that the right person has been accused. Sometimes the police have to be involved and on occasions the organisation will know that the money is going missing but not know who is committing the fraud. In examples such as this, the police can work undercover within the organisation by pretending to be ordinary employees. Most network operating systems can identify who has altered files and many employees will not be aware of this or that it can be used to investigate any suspicions.

Procedures used to prevent security problems

A variety of operating procedures are available to help prevent security problems. For example:

· Each user can be given a code of practice that outlines things that they must do when accessing information.

· Procedures such as preventing access to operational data and programs by development staff (programmers and systems analysts) are desirable to prevent the opportunity for fraud.

· Procedures such as rotation of staff duties are also used to prevent fraud, since it is less likely for two people to conspire at fraud, so one may discover any previous fraud.

Staff responsibilities

When staff use IT facilities, they incur a variety of computing and legal responsibilities. An organisation is responsible for the acts of its employees when they are at work, so it is important that all staff are aware of what these

responsibilities are. Even if an organisation does not know about the acts of some of its employees in breaking the law, it can still be held liable. This happens if it can be proved that the organisation has not taken sufficient steps to prevent the illegal activity.

Disciplinary procedures

Disciplinary procedures should be put in place by the managers and put into effect should all else fail. It is obviously much better if staff members voluntarily comply with all aspects of the corporate IT security policy, but if not staff need to understand what the likely consequences of their action will be.

Examples of disciplinary regulations are as follows:

· Using the organisation's computers for the playing of games is not permissible, and the penalty for non-compliance is first a written warning followed by dismissal if the first warning is not heeded.

· Computer disks containing data or programs are not allowed to be taken out of, or brought into, the organisation without the written permission of the IT manager. The penalty for non-compliance is first a written warning and if this is not heeded, dismissal.

Many organisations operate a series of sanctions that they apply. These sanctions differ in their severity and are usually applied in the following order:

1 a spoken warning given by a manager 

2 a written warning

3 the suspension or termination of a person's contract

4 police involvement.

ACTIVITY 3:

You have been asked to draw up a list of things which are not allowed in the school's or college's computer room or when using the computer equipment. You should state specifically what is not allowed and state the penalty for not obeying the rules.

The contents of a typical corporate information technology security policy.

A typical policy would include the following:

1 The need for security

This section explains to the readers (i.e. usually all members of staff) why good security is necessary, It also identifies some threats to the organisation's information systems. If staff realise the need for security measures, they will take them more seriously. 

2 Policy objectives

Here an organisation lists the objectives, such as:

· To ensure that company officials and employees are aware of, and fully comply with, all the relevant UK legislation

· To provide a means of identifying unauthorised access, actual or attempted, to data and resources and a framework for taking appropriate action.

3 The scope of the policy

This states how far the policy goes and mentions some of the areas covered. It could include such material as, `It is the policy of the organisation to ensure that contingency plans for security emergencies are drawn up, kept under review and periodically tested'.

4 The responsibilities for security 

Outlined here are the responsibilities of members of staff employed by the organisation, and contractors who provide services to the organisation.

Implementation In this (usually large) section, an organisation outlines how it will implement its security policies. As well as protecting the company assets, an organisation has to make sure that all members of staff comply with any current legislation applicable.

In most cases implementation can be classed under three headings:

· Organisational and procedural security 

· Physical security

· Logical security.

Organisational and procedural security 

Organisational and procedural security covers such things as:

· The classification of information - this describes how sensitive or confidential information is and also the restrictions for access

· How systems should be developed - it is best that they are not developed by a single person. Should that person leave or fall sick, a major problem could arise

· Procedures for the recovery of data files lost and any contingency procedures for the loss of communications lines or equipment

· A disaster recovery plan - which ensures the continued availability of IT resources should a loss of computing services occur

· Changing the controls - the controls are the procedures that must be adopted so that any changes to hardware or software cause minimum inconvenience to the day-to-day operations of the organisation

· Legal procedures - covering the implications of the Data Protection Act, the Computer Misuse Act and other legislation

· Procedures that outline the acquisition of computer equipment

· Personnel security controls - covering such things as making sure there is more than one member of staff covering any key position, such as network manager.

Physical security

Physical security controls make sure that premises, personnel, computers, telecommunications and data are protected from unauthorised access, accidental and deliberate damage, man-made and natural hazards.

In this part of the policy document the following sections are usually present:

· Access - to buildings, computers and stored data

· Use of equipment - for instance, it must be used entirely for company purposes

· Security of data, information and documentation

· Maintenance of equipment

· Fire prevention and detection

· Disposal of printouts, media and equipment

· Unattended computer access

Logical security

Logical security access controls ensure that access through computers and terminals to an organisation's data, programs and information is controlled in some way, so that only authorised access is allowed.

Logical access controls include not only the use of passwords, but also cover the monitoring of terminals that have tried to gain unauthorised access but have failed. Related to logical security are two specific issues: network security and data and program integrity.

Network security

Most organisations (except very small ones) make use of computer networks. This raises many additional security problems such as hacking and tapping.

Data and program integrity

This part of the report looks at the business controls that exist to maintain the accuracy and completeness of the data held by information systems. An organisation also needs to mention the controls it has in place to prevent unauthorised copying of programs and data, and outline the rules about putting non-work related software onto its computers.

ACTIVITY 4:

Using the above framework as your guide, produce an information security policy for a school or college. This policy should cover the use of the IT systems by the administrative staff as well as by teachers/lecturers and also students/pupils. When producing the document you should bear the following in mind:

· Colleges and schools hold a lot of personal data (student records, personnel records, medical details, examinations results, references, etc.)

· All schools and colleges are connected to the Internet and this brings a variety of security problems that you will need to deal with.

· You will need to decide who will enforce the rules you make regarding the use of IT equipment.

· Many students like to play games on the school's/college's systems when they should be working.

· Because so many students bring disks into the school/college, there are serious problems with viruses.

· Remember the intended audience of your document. Not everyone will understand the technical terms used and they might not be as familiar as you think with computers.

Disaster recovery management

Disaster recovery management consists of looking at the threats to information systems, the likelihood of their occurrence, and the costs and measures that need to be taken to avoid them altogether, or to minimise the damage they do if they occur.

Potential threats to information systems 

Threats to the security of an information system come from all directions, both internally and externally. It is usually up to the data processing manager to assess what damage could occur and the likelihood of such an occurrence.

Disaster planning and recovery is a bit like commercial insurance; those in charge of any organisation need to ask `what if such and such were to happen'?

Below is a list of just some of the many threats to information systems:

· Viruses 

· Fire

· Damage associated with floods, earthquakes, lightning, volcanoes, etc.

· Hacking (tapping into communication lines) 

· Systems failure owing to machine malfunction 

· Fraud

· Power failure 

· Sabotage 

· Theft (hardware, software and data) 

· Blackmail 

· Espionage 

· Terrorist bomb attacks 

· Chemical spillage 

· Gas leaks 

· Vandalism spilling a drink over the computer equipment 

· Failure of the telecommunication links

· Problems with data cables in networks 

· Malfunctioning hubs and routers, etc. 

· Software failure

· Systems software containing bugs causing the computer to crash.

The purpose of the disaster recovery plan is to ensure the availability of essential resources and computer equipment should a disaster occur. The plan will usually cover the following:

· The total or partial loss of computing equipment 

· The loss of essential services such as electricity, heating or air conditioning

· The loss of certain key employees (e.g. losing all the qualified network staff because they leave to form their own facilities organisation) 

· The loss of maintenance or support services

· The loss of data or software

· The complete or partial loss of telecommunication equipment or services 

· The complete or partial loss of the premises housing the IT equipment.

Contingency planning

Careful planning can minimise the threat posed to information systems but it is impossible to eliminate all risks, and so sooner or later most organisations will have to deal with one or more of these problems. It is therefore prudent for all organisations to have a contingency plan. The purpose of any contingency plan is to ensure that managers know what to do when unplanned or disastrous events occur. Since many organisations are so reliant on their IT systems, the loss of their use could potentially mean the end of the business. 

The Department of Trade and Industry (DTI) recently conducted a survey which showed that a large proportion of IT dependent companies who sustain a large computer-related disaster without having a recovery plan go out of business within two years.

As the time without the use of the computers increases, so does the damage caused, so downtime should be reduced to a minimum.

There are several ways that a contingency plan can reduce down-time:

· By the use of distributed computing facilities (i.e. a large network with several processors) 

· By the use of someone else's equipment

· By having a spare computer room containing some equipment

Distributed support

In this method, the user spreads the computing facilities over several sites, so that if one site is lost, work may be transferred to other sites. With the increased use of networks, and the reduced price of hardware, this is now a serious option for many organisations. The slowness of data transfer used to preclude this method of `insurance', but now, with high speed fibre optic links, it is an option many organisations can realistically consider.

Use of someone else's equipment 

Sometimes organisations will agree to help each other should a disaster occur to one of them. The main problem with this is that the hardware and software have to be compatible and the assisting organisation needs to have some spare capacity. There are some commercial companies who specialise in keeping spare capacity ready for any disaster, and organisations can take out an insurance which covers the use of these computing facilities should they be needed.

A spare computer room

Many organisations have a test bed computer installed, which is different to the one used operationally. This facility could be used to provide backup computing facilities should they be needed. The only problem is that any alternative machine is often on the same site as the one whose facilities are lost. In a fire, for example, the test computer could be destroyed along with the operational one.

Backup of data

A large part of every disaster recovery plan is the provision for taking regular backup copies of software and data. If there are no backup copies, then it is impossible to recover from the loss of data and no recovery plan will work.

Backup copies should be secured against loss by fire or theft, usually by storing them in a waterproof and fireproof safe. Some organisations go to the extent of moving backup copies to another site each night by security van, and where a high speed link has been established, it is possible to transfer the data over a wide area network to another computer. This remote storage of the backups makes them less vulnerable to sabotage by the company's own staff.

Backups must be taken sufficiently often to enable data to be restored to its original condition as quickly as possible. Occasionally, organisations will fake a disaster in which the operational computer and its data are unavailable and staff have to implement the disaster recovery plan, creating the data from the backup copies using a different machine. This not only gives confidence that the task may be done, but also provides practice at actually doing it. There should be a detailed plan outlining who does what and when and what the responsibilities are for each person in the event of disaster. 

Despite creating a detailed disaster plan, the staff involved should focus on security and the need to ensure that such a plan never needs to be implemented.

Risk analysis

The main purpose of risk analysis is to make everyone in the organisation aware of the security threats to hardware, software and data held. They need to understand the consequences of any loss for a short or a sustained period, such as the immediate financial loss and the long term effect caused by lack of customer confidence, bad publicity and inability to provide reliable customer service.

To perform a risk analysis, it is necessary to consider the following:

1 Place a value on each of the components of a successful information system including:

· Hardware

· Software, 

· Documentation

· People

· Communications channels 

· Data.

2 Identify risks to the above and the likelihood of their occurrence.

Some things are almost certain to happen sooner or later (such as a power cut), whereas others (such as an explosion) are much less likely, but all threats need to be taken into account. Senior management has to decide what level of risk is acceptable to the organisation. Most organisations have a corporate IT security review which looks at the computer processed information to identify the risks of unavailability, errors and omissions, abuse and unauthorised disclosure and to determine their potential implications. Each risk needs to be examined from a security point of view and the effect and likelihood of its loss assessed. The aim is to identify those systems crucial to the organisation and to look at the possible short- or long-term loss of these systems.

Here are just some of the many consequences of system loss:

· Cash flow problems as invoices are sent out late

· Bad business decisions through lack of management information

· Loss of goodwill of customers and suppliers 

· Production delays caused by not having the correct stock available

· Late delivery of orders causing customers to go elsewhere

· Stock shortages or overstocking caused by lack of adequate stock control

Physical security

Physical security involves protecting hardware and software using physical rather than software methods. The two main purposes of providing physical security are to restrict access to the computer equipment, and to restrict access to the storage medium.

As a first step in restricting access it is often advisable to control access to the building or room containing the computer system. If unauthorised access is gained despite access restrictions, there need to be other physical factors to prevent computers and equipment from being stolen.

Physical restrictions include:

· Controlling access to the building by the use of uniformed security guards and special locks operated by security badges 

· Controlling access to the room by using keypads on doors; a code is then needed to open the door. Special magnetic cards can also be used to the same effect

· Using locks on computers to prevent them from being switched on

· Locking computers away at night or securing them under steel covers.

Restricting access to terminals is more difficult using physical methods; since rooms can contain large numbers of terminals, it may be impractical to secure them all or lock them away. Instead you have to use software security.

Software security (also called logical security)

If people do gain unauthorised access to a room containing computers or computer terminals, there needs to be a second line in the defence mechanism to prevent them gaining access to the software or data. This is achieved using software security. Software security usually consists of passwords to restrict access to certain programs, files and data. This means that anyone seeing the terminal or computer switched on cannot just go up and access whatever data they want.

ACTIVITY 5

1(a) Explain the differences between physical security and logical security

1(b) A stand-alone computer is being used. Give three methods which can be used to provide physical security, and three methods that can be used to provide logical security.

2 An organisation wishes to review its policy on passwords. Produce a short document (a single A4 sheet) explaining why passwords are needed and how staff should choose them.

3 Explain the difference between integrity of data and the security of data.

4 An IT manager is worried about the misuse of IT facilities by certain members of staff. 

(a) Describe briefly three types of misuse of data.

(b) Explain how the misuses you have identified in (a) can be detected.

(c) Most organisations make use of a 'computer information security policy'.   Describe the advantages in having such a policy.

Document security

It is really no good having excellent IT security if the results of processing, in the form of hardcopy printouts, are left on top of someone's desk for everyone to see and possibly photocopy. As well, as physical and logical security, we need to consider document security.

It is important that any printouts or reports are locked away when not being used and that they are shredded before being put in the wastepaper basket. Any unwanted documents on microfilm or microfiche should be incinerated to destroy them.

Communication security

When communication channels are used to transmit data, the data can be intercepted, read and possibly altered. The chance of this happening increases if the ordinary telephone network is used. There are many techniques that can be used to ensure communication security, but the main method is encryption. 

Banks were the first commercial users of encryption to send secure electronic transfers of money from one branch to another, or between branches and ATMs (cash points). Most commercial companies now send confidential information to their branches or use the system to trade electronically. Obviously, too, many private users want to send their e-mails without risking interception. With the huge increase in ecommerce, encryption has become a very important issue.

How does encryption work?

Encryption works in the following way. Suppose Jayne in London wants to send a secure e-mail to Jack in Paris. When Jayne has typed in her email she presses the `encrypt' option on her mailer software. The software verifies with her whom she wants to send the e-mail to. She chooses Jack's name from the list presented of all the people for whom Jayne has a public key and to whom she can send encrypted messages. The encryption software then automatically mixes and re-mixes every binary bit of her message with every bit in Jack's public key. The result is a mix of binary data that can only be unscrambled using the same software and Jack's private key. When Jack receives the e-mail in Paris, he selects the `decrypt' option and the software then asks him for a password. He types in the password and this decrypts his private key. The private key is a very long number and the computer uses this to perform calculations which unscramble the encrypted message from Jayne. If the message were intercepted, it could not be read without the private key used to perform the calculations needed to unscramble the message.

A `digital signature' can also be added to the message by Jayne, which is checked by Jack's software to ensure that the message really came from Jayne. This prevents other users sending Jack a message claiming to come from Jayne.

Legislation

In many cases, the procedures adopted in an organisation are determined by a variety of legal requirements imposed on them by government agencies. Many of these legal requirements apply to the company as a whole, whilst some of them, such as the Computer Misuse Act 1990 are specifically aimed at the use of technology. Current legislation covering the legal responsibilities of staff in the workplace, using IT equipment, are as follows:

· The Copyright, Designs and Patents Act 1988 

· The Data Protection Act 1998

· The Computer Misuse Act 1990.

Many staff, particularly those who work outside a specialist IT department, may not be aware of the many pieces of legislation applicable to them, which set out what they can legally do with computer equipment, software and data. It is therefore necessary for the management to educate the users as to what they can and cannot do and what the consequences, for both them and the organisation, could be if they fall foul of the law.

As mentioned previously, an organisation is responsible for the acts of its employees whilst they are at work and the company is legally liable for certain illegal acts an employee might commit. For example, where there are lots of PCs scattered throughout a company, employees may be tempted to copy software onto their machines without a proper licence. If this happens, even if the company knows nothing about it, it can still be prosecuted and fined. There needs to be clear guidelines spelling out what employees are not allowed to do and these are usually incorporated into their contracts of employment. 

To disobey any of these rules may result in disciplinary action being taken.

Any rules will need to cover the following:

1 Copying company data

2 Copying unauthorised software to machines for which it is not licensed

3 Making copies of company software without permission

4 Tampering illegally with software or data

5 Removing computers from the office for use at home

6 Accessing personal data

The Data Protection Act 1998

The Data Protection Act 1998 gives individuals certain rights to protect them from misuse of the personal data held about them. In the Act `personal data' means information relating to a living individual who can be identified from that information (or from that and other information in the possession of the data user). This definition includes any expression of opinion about the data subject, but not any opinion of the data made by the individual.

The implications for organisations of The Data Protection Act 1998

The Data Protection Act 1998 lays down eight data protection principles, ascribes certain responsibilities to the users of personal data and affirms certain rights to individuals who are the subject of that data. Most organisations hold personal data and will therefore have to register their data use with the Data Protection Commissioner.

Each use of personal data has to be registered and it is important that everyone in the organisation understands this so that they do not set up their own database holding personal data about which the security manager knows nothing. If any members of staff need to keep personal data on computer, this use will also need to be registered.

There must be operating procedures in place so that personal data is not disclosed via a telephone call or to anyone attending in person, unless steps have been taken to establish whether disclosure is allowed under the Register entry.

Trading in personal data

Personal data is a very valuable commodity and when one company collects personal data, it can be sold to various other companies and organisations. Some catalogue companies make as much money through the selling of the personal data they collect about their customers as they do selling goods to them! 

Although you might think that under the Data Protection Act companies are not allowed to trade personal data in this way, it is allowed provided that the data subject (i.e. the person who the personal data is about) has given permission: If you look at order forms or application forms for insurance or loans, there is usually a box to tick if you do not wish your details to be passed to other organisations who may send you details of goods or services. Most people do not think too much about this and do not tick this box; they then wonder why other organisations send them junk mail or seem to know so much about them.

Why is this personal data so valuable? 

Mailshot targeting 

Suppose you ran a company making and installing swimming pools and wanted to do a mailshot for a very special offer. Since only a small number of households would want, have the space for, or the money to pay for, a swimming pool, it would waste both time and money to mailshot everyone. Instead you could mailshot only those in a certain socio-economic group (i.e. the people who have the money to buy). To do this data is needed, usually bought from other sources. Having lists of people who match certain criteria lies at the heart of a successful mailshot.

Customer purchasing profile

By looking at the recent purchases made by an individual, it is possible to predict their likely future purchases and this information can be passed or sold to other retailers or companies. When you are asked to fill in questionnaires, they often ask you how many holidays abroad you have taken in the last year and also how many you have booked for the present year. From this information, a shrewd guess can be made as to when you will be likely to decide on your next holiday, so that new brochures can be sent to you. 

Another example is that of a person who moves into a new house. Shortly after moving, he or she is likely to purchase new carpets, curtains, light fittings and general DIY goods. Companies involved in these areas then notify the individuals of any special offers.

Customer purchasing analysis

By examining when customers are likely to buy a product, such as a new car, manufacturers are able to use this information along with the data from previous sales periods to more accurately predict demand and set their manufacturing quotas accordingly.

Are there any advantages to the customers in this profiling?

Easier availability of credit

To get a loan approved used to take around a week, but now so much personal information is kept on computer and it is easier for credit companies to make a decision. Credit checking takes only minutes and this has speeded up obtaining credit to buy goods.

Goods are more likely to be in stock

By predicting the demand for goods more accurately, companies can have a more accurate purchasing model. This means they are less likely to disappoint customers by having goods go out of stock, and likely to meet demand quicker when goods run out.

Customers are targeted for goods and services directly

Details of goods and services, with special offers, can be sent to potential customers at the times they are most likely to want to see them, which could save the customer time looking.

Methods of enforcing data protection legislation in an organisation

Various problems relating to the Data Protection Act that may crop up in an organisation and these include the following:

1 As noted previously users may set up their own databases on desktop PCs. These could contain personal data and therefore put the organisation in breach of the Data Protection Act since these uses will not be known about by the company and therefore will not be registered.

2 People may create approved databases but not know about the Data Protection Act and how it applies to what they do.

3 Users may be unaware of the importance of security relating to personal data. It is no use having effective security methods surrounding the computer, if printouts of personal data are left lying on a desk for anyone to see.

What can be done about these problems? 

Each department should have a designated data protection controller/officer to give advice within the department and inform of possible breaches of the Act. 

There should also be a data protection co-ordinator for the whole organisation.

Every employee should be given a detailed job description outlining what they are allowed and not allowed to do.

Anything which gives the slightest cause for concern should be followed up.

Passwords should be remembered and not written down and left in an obvious place. Users should not use names of their husbands, wives, children, pets, etc. as these are the first things tried by anyone who wants to gain illegal access to the system.

Machines should be surrounded by proper physical security so that it is impossible to steal the computers easily.

Users should be forbidden from creating their own databases without authorisation.

All users should be educated about the implications of the Data Protection Act. Each member of staff needs to be aware of the organisation's obligations under the Act and the terms of their registration.

Passwords should be changed regularly in case they become common knowledge.

Users should not be allowed to bring disks onto, or take disks off, the premises.

The network management system should provide a log which records which person has used or seen which record.

Access levels should be set up for each member of staff on the network, allowing them to see only things that are necessary for the performance of their jobs.

ACTIVITY

· Discuss what steps can an organisation take to make sure that its staff comply with the current data protection legislation?

· Most terminals automatically log off the network if there has been no user activity at the terminal for a specified time. This time can be set by the network operating system. Discuss why this is desirable.

Software misuse

To comply with the Computer Misuse Act 1990, all users should be trained to understand how the Act affects their behaviour when working with company data and software. The level of training a particular person needs will depend on the role of the individual concerned. When designing systems, it is a good idea to make the initial screens, or signing-on screens, show warnings concerning the Computer Misuse Act and the consequences of unauthorised access.

Methods of enforcing software misuse legislation in an organisation

There are a number of things that may be done to prevent users falling foul of the software misuse legislation, such as:

· Users should be banned from adding unauthorised software to their machines.

· To prevent breaches of the Act, hardware and software should only be bought from reliable and approved sources.

· No data disks that have be used outside the organisation should be placed in any machine without first being scanned for viruses.

· Separation of duties should be applied to users. This means, for example, that no person should be responsible for any function from commencement to completion, thus making fraud more difficult to commit.

· A clear, unambiguous job description should outline what employees are allowed and not allowed to do.

· Staff should be forbidden in their job description from doing other work on the company's computer.

· Managers should perform regular audits of the software on every machine to check for any unauthorised software.

Methods of enforcing health and safety legislation in an organisation

Regular inspections should be made of the working environment and a report given to the senior management on all the computer equipment and office furniture, outlining anything that does not conform to the current health and safety regulations.

All staff should be trained to use good practice when working with computer equipment (adjusting seats, VDUs, desks, etc) and they should also understand that health and safety issues are the responsibility of everyone in the organisation.

Staff should be sent for free eye tests once a year if they are working with VDUs and if they need glasses or contact lenses these should be supplied by the organisation, free of charge.

Management should make sure that all faulty equipment is removed from the workplace immediately.

Audit requirements

You may be familiar with the idea of an audit from accounting. In IT, an audit is a systematic assessment of a computer system, covering both hardware and software. Many information technology applications are subjected to auditing and to do an audit it is usually necessary for the software to generate an audit trail. 

Using the audit trail from a sales order processing system, for instance, it is possible to trace an order from the point where it is made by the customer, to the payment for the goods by the customer. It is therefore possible to check that all payments for goods had corresponding orders from customers and even that the orders were actually despatched.

An important purpose of an audit is to look for evidence of fraud. Audits look at the evidence and follow up any irregularities. Although only a few records can be checked when performing an audit, it is nevertheless a deterrent, since staff realise that there is someone checking things and they are more likely to get caught. 

Many organisations are funded from central government and taxpayers need to feel sure that this money is being used properly. 

Take a college, for example. Colleges are funded from central government and part of the money a college receives is based on the number of students it has enrolled. One way of increasing funding would be to add a couple of bogus students to the register for each course. The names and addresses could be invented and if anyone wanted to know where they were, the college could simply say that they were off sick that day. Auditors from the funding council who audit the colleges have to make sure that this is not being done. To do this, they make sure that the college has introduced a student tracking system in which there is a series of documents or computer records relating to each student. The auditor can pick a particular student and ask to see all the documentation and records relating to them or even to see the student. In other words, the college needs to provide an audit trail that can be followed through for checking purposes.

ACTIVITY ??

You have been given the job of auditing the units (sums of money) claimed by a college for the students it has enrolled on courses. You have been given a list of students on each course but when you enter one of the classes and ask to see the register (called an auditable document), only half the students are actually there. The lecturer says that half the class are sick. What enquiries might you make to determine that these students actually exist?

When transactions [bits of business) are performed on the computer, there may not be corresponding paperwork, as a major benefit in using the computer is to avoid the inefficiencies of a paper-based system. So that the system can be audited, the software produced will have a function built in which provides an audit trail. 

The audit trail provides evidence of what has happened in the system. For example, if a record has been deleted, the audit function will provide evidence of the record before deletion along with the date and time it was deleted and the name of the member of staff who performed the deletion; it may even include the reason the record was deleted.

In summary, the purposes of an audit are to: 

Prevent fraud; audit trails make it harder to commit fraud and act as a deterrent, since this checking process increases the likelihood that thieves will be caught

Making the senior management more certain that figures produced (such as sales totals) are accurate

Enable shareholders, owners, etc. to feel sure that the accounts produced by an organisation are accurate and a true reflection of the financial state of the organisation.

Audit programs

Audit programs are special, usually stand-alone, programs. This means they are separate to the package being audited. They are designed to supply test data which is then processed according to the applications software being run. This tests the effectiveness of the applications software and internal controls can be assessed in this way.

Using audit trails, it is possible, for instance, to track an order from the point it is made through the system. One can check that goods have been actually produced, picked and sent to customers. One can also check that customers actually receive them (usually evidenced by a signature on a delivery note), by looking to see that payment has been made and that there is an entry in the company's bank account for the amount.

Audits are not used simply to prevent and detect fraud; they may also be used to detect and prevent abuse of a system's facilities. 

Take for example the police national computer (PNC) which contains a smaller version of the Driver Vehicle and Licensing Authority database, containing all the registered details of vehicles and drivers. Since the registration number of a vehicle is unique, it can be used as the primary key for performing searches to identify the owners of vehicles.
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