A2 Information and Communication Technology




Disaster Recovery


Specification Reference – 4.6 Legal Aspects

Heathcote –  1st Edition Chapter 53, 2nd Edition Chapter 46

Mott and Leeming, 2nd Edition – Chapter 17

Things do go wrong.  Even in the best run organisations, problems do occur.  It is essential to have plans in place to recover from disasters, great and small.

Disaster Avoidance  It is usually the best policy to take measures to prevent the disaster happening in the first place.    Why is it not always the best policy to put measures in place to avoid the disaster?  Give an example.

For the risks we identified for the college network, which could be classified as avoidance measures?

Recovery Plan  If the worst happens, adequate plans need to be in place to ensure recovery is as rapid as possible.  The plan should identify:

· The most critical functions and prioritise their recovery

· The equipment and facilites  required to support these functions

· How to gain access to necessary facilities

· How to contact key personnel

· Instructions to personnel on procedures to be followed

· Training required by personnel

· Practice drills

Example:  British Telecom purchased a ‘state of the art’ switching system from a leading telecommunications equipment supplier.  The development of the system had been delayed by software problems and BT were nervous about basing a key public service on this equipment.  The equipment was housed in London and the suppliers were based in Dorset (no surprise there).  Eventually BT agreed to go ahead with the service on condition that special support plans were in place.    BT were, in fact, willing to pay substantial amounts of money to fund the plan.  What would you expect to be the key features of such plans?

The Last Resort
If it is sufficiently critical, it may be necessary to put measures in place which will enable the organisation to function even if it completely loses its main IT facility.  These might be:

‘Cold’ Standby Site

Reciprocal Agreement with Another Company

Subscription to a Disaster Recovery Service

What factors should be taken into account when deciding on choice of contingency plan?

Heathcote –  1st Edition Chapter 52, 2nd Edition Chapter 45

Mott and Leeming, 2nd Edition – Chapter 16

What is meant by an ‘audit’ trail?

Give examples of where an audit trail may be employed.

How is an audit trail produced?
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