ICT Revision – Disaster Recovery Management

	1. ICT4 Question
	A company has procedures to backup the data files held on its computer system on a regular basis. 

Explain why recovery procedures should also be in place.
(3 marks)



	2. ICT4 Question
	An Internet sales company carries out its business with the assistance of a database system running on a network of PCs. The main tasks are the processing of customer orders and the logging of payments. You have been asked to advise the company on backup strategies and to explain their importance. 
(a). Give two reasons why it is essential that this company has a backup strategy. (2) 
(b). State five factors that should be considered in a backup strategy, illustrating each factor with an example. (10) 
(12 marks)



	3. ICT4 Question
	Employees can often be responsible for causing loss or damage to their company’s data. Regular backups are taken by the company, but in order to prevent employees from causing such loss or damage, describe: 
(a). two measures that could be incorporated into the hardware used; (4) 
(b). two software features that could be used; (4) 
(c). two other procedures that the company could introduce. (4) 
(12 marks)



	4. Heathcote disaster recovery question.
	A small company runs a network of four PCs on which it keeps records of stock, customer accounts, a mailing list and a multitude of word-processed documents.  Draw up a security plan for this company to ensure that it will be able to continue operating normally within a day or so of a disaster such as a fire.
(20 marks)



	5. Heathcote disaster recovery question.
	Describe five facilities that may be provided by a Disaster recovery Service to which a major bank may subscribe/
(5 marks)



	6. Disaster recovery scenarios 1
(adapted from Doyle)
	What can organisations do in order to minimise the damage caused by:
(a) a power cut
(b) a virus attack
(c) an inexperienced worker wiping magnetic media by mistake
(6 marks)



	7. Disaster recovery scenarios 2
(adapted from Doyle) 

 
	What can organisations do in order to minimise the damage caused by:
(a) the deliberate alteration of data by hackers
(b) key members of staff leaving with the organisation's expertise
(c) loss of communication in a WAN
(6 marks)

	8. Disaster recovery scenarios 3
(adapted from Doyle)
	What can organisations do in order to minimise the damage caused by:
(a) loss of premises due to a fire or flood
(b) deliberate destruction of data by a disgruntled employee.
(4 marks)

	9. 1998 NEAB IT04 Question 9 
	"Information systems are mission critical, the consequences of failure could prove disastrous." Discuss this statement, including in your discussion 

· the potential threats to the system 

· The concept of risk analysis 

· the corporate consequences of systems failure 

· the factors which should be considered when designing the contingency plan to enable a recovery from disaster. 

Quality of language will be assessed in this question.
(20 Marks)



	10. ICT4 Question (part c is especially relevant to this topic)
	A Medical Practice has installed a new information system that links patient records and prescriptions to the financial systems of the practice. The financial records must be secure against fraud as they are used to claim money from the Health Authority. 

(a). Describe four factors that should be included in an IT security policy for the practice. (8) 
(b). Describe one measure the practice could take to show that their records were accurate. (2) 
(c). Describe three criteria that could be used to select a disaster contingency plan to recover from a breakdown of this system. (6)
(16 marks)




