 SOFTWARE TESTING
Key points:

· Verification and validation are not equivalent
· Testing has a dual function – it is used to establish the presence of defects in a program, and it is used to help judge whether or not the program is usable in practice.

· Testing can only demonstrate the presence of errors. It cannot show that there are no errors in a program.

· Object classes are the fundamental units which should be tested in OO systems.

· Testing should be scheduled as part of the project planning process. Adequate resources must be made available for testing.

Verification versus validation

Verification – intended to show that software correctly implements a specific function ; typically takes place at the end of each phase.

Are we building the product right?

Validation – intended to show that software as a whole satisfies the user requirements : typically uses black-box testing. 

Are we building the right product?
To satisfy the objectives of the V&V process, both static and dynamic techniques of system checking and analysis should be used.

Static techniques – concerned with analysis and checking of system representations 

                                         such as requirements document, design diagrams, etc.

Dynamic techniques – applied when a prototype or an executable program is available.

Static (nonexecution-based) techniques include: walkthroughs, inspections, formal verification, etc.








Strengths of reviews

There are 2 major strengths of a review (walkthrough or inspection):

· A review is an effective way of detecting a fault.

· Faults are detected early in the software process, before they become expensive to fix.

Weaknesses of reviews

· Large-scale software is extremely hard to review unless it consists of smaller, largely independent components.

· A design review team sometimes has to refer to the specification documents; a code review team often needs access to the design documents – therefore, unless the documentation of the previous phases is complete, the effectiveness of the review teams is severely hampered.

The Testing Process
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Note: During the system test the system is validated to ensure that it meets its functional and 

          non-functional requirements.

Remark: Some authors define the testing process as unit-integration-validation-system
               testing.

The testing process is carried out incrementally in conjunction with system implementation.

· during acceptance testing, the system is tested with data supplied by the client rather than simulated test data

· acceptance testing may reveal errors and omissions in the system requirements definition.

Object-oriented Testing

The model of testing procedural code is based on the notion of incremental system integration, where simple components are integrated to form modules, then sub-systems, and finally a complete system.

Object-oriented systems are difficult to test – the main problem is testing objects which are being reused. Other characteristics of OO testing are:

· levels of integration are less distinct in object-oriented systems

· testing object classes corresponds to unit testing

· there is no direct equivalent to module testing in OO systems.

Interface Testing

· Occurs when modules or sub-systems are integrated to create larger systems. Each module or sub-system has a defined interface which is called by other program components.

· Objective is to detect faults introduced into the system because of interface errors or invalid assumptions about interfaces.

Note:  (a) Interface testing is particularly important for OO development, particularly when   

                 objects and object classes are reused.

           (b) Objects are defined by their interfaces, and may be reused in combination with 

                 different objects in different systems.

           (c ) Unit testing cannot detect most interface errors as the errors are a result of the 

   interaction between components.

Types of interfaces

(a) Parameter Interfaces:  Interfaces where data or function references are passed from one component to another.

(b) Shared memory interfaces: Interfaces where a block of memory is shared between sub-systems. Data is placed in the memory by one sub-system and retrieved from there by other sub-systems.

(c) Procedural Interfaces: Interfaces where one sub-system encapsulates a set of procedures which can be called by other sub-systems. Objects and ADTs have this form of interface.

(d) Message-passing Interfaces: Interfaces where one sub-system requests a service from another sub-system by passing a message to it. Some OO systems have this form of interface, as do client-server systems.

Classes of interface errors

(a) Interface misuse : A calling component calls some other component and makes an error in the use of the interface.

(b) Interface misunderstanding: A calling component misunderstands the specification of the interface of the called component and embeds assumptions about the behaviour of the called component. The called component does not behave as expected, and this causes unexpected behaviour in the calling component.

(c) Timing errors: These occur in real-time systems which use a shared memory of a message-passing interface. The producer of data and the consumer of data may operate at different speeds.

Other important testing methods

· Regression testing -  is used to check that the changes (e.g. after defect is found and corrected) made to a program have not introduced new faults in the system.

A concern that should be kept in mind during testing is that software will be modified during its lifetime. For example, new functionality may be added to the software, or a module may be modified to improve its response time. The changes may introduce errors into the software that was previously correct.

· Alpha testing – Once the application has undergone system testing, it may be put through “actual” use within the development organization by a customer. The software is in a natural setting with the developer recording errors and usage problems. This is called alpha (acceptance) testing. The alpha testing process continues until the system developers and client agree that the delivered system is acceptable. Alpha tests are conducted in a controlled environment.

· Beta testing – This test is conducted at one or more customer sites by the end user(s) of the software. Unlike alpha testing, the developer is generally not present. The beta test is a “live” application of the software in an environment that cannot be controlled by the developer. On the basis of feedback from the users, the developers determine whether any changes are necessary, before releasing the software product to the entire customer base.

· Stress (overload) testing – Some systems are designed to handle a specified load, e.g. a transaction processing system may be designed to process up to 100 tps; an operating system may be designed to handle up to 200 separate terminals. Tests must be designed to ensure that the system can process its intended load.
Method  - Plan a series of tests where the load is steadily increased. Continue tests 

                 beyond the maximum until the system fails.

This type of testing has 2 functions:

(a) It tests the failure behaviour of the system. Circumstances may arise through an unexpected combination of events where the load placed on the system exceeds the maximum anticipated load. Stress testing checks that system failure does not cause data corruption or unexpected loss of user services – that is, it causes the system to “fail-soft”.

(b) It stresses the system and may cause defects to come to light which would not normally manifest themselves.

Note: Stress testing is particularly relevant to distributed systems based on a network of 

          computers.
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