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The Law and Computers.

The Computer Misuse Act 1990

Was introduced in an attempt to prevent  would-be hackers, virus creators and other offenders.   It is an offence to: 

1. access programs or data without authorisation e.g  hacking

2. access data or software with  malicious intent e.g.  deliberate destruction or spreading a virus

3. to access and change data or software in any way without authorisation 

People found guilty of breaking the law on any of the three points may be fined or imprisoned.
Data Protection Act  

Passed to address two particular areas of concern

1. Fear of misuse of growing amount of data kept on computer files about individuals                 Inaccurate or misleading data could harm the individual

People were worried about;

· Unauthorised access

· Data about them was inaccurate

· Data held for one purpose was being used for another

· Data held on computer too long and was no longer relevant.

Data Protection Act 1998
The Data Protection Act of 1984 has been revised and the new 1998 Act was brought into force on the 1st of March 2000. The new act changes original definitions and meanings and broadens the scope of the original act.  There are eight principles again, but these are altered in form from those of the 1984 act. 

Data subjects' rights under the Data Protection 1998 Act have been extended.  Data subjects rights include obtaining copies of their credit rating records and having any errors corrected or removed.  Read about rights related to credit records, credit reference agencies and black listing.

The new Act also includes any manual data. 

Data Protection Principles.
	1. Personal data must be obtained lawfully
	There are two methods that a Data Controller may use to specify the purposes for which personal data are obtained: 

	2. Personal data shall not be misused 
	Mailimg lists Junk mail

	3. Only ask for what is required for the purpose 
	.A dating agency may collect and process data for the purpose of matching compatible people.  They cannot then use that data to identify prospective punters for a sideline in cosmetic surgery.

	4. Personal data shall be accurate and where necessary, kept up to date.
	Data Controllers must take reasonable steps to ensure the accuracy of the data. At school, students are frequently given their personal details to take home and check.  They are given the opportunity to change any out of date or incorrect data.

	5. Personal data shall not be kept for longer than is necessary for that purpose 
	Data may be collected from applicants for a job.  That data can only be stored for the period of assessment,   interview and selection. After that it should be discarded.

	6. Personal data shall be processed in accordance with the rights of data subjects under this Act.
	Data subject is entitled to make a written request to the data controller (accompanied by administration fee) and be given details of their data within 40 days. This will consist of:

a description of their data, 

What it contains

the purposes for which it is being processed, 

Why it is being processed

people to whom it may be disclosed, 

Who is allowed to see it

the name of the organisation that is actually carrying out the processing of their data. 

Which organisation will perform the processing

They have to see data and the right to have inaccurate data amended or deleted. 

Preventing processing that is likely to cause damage or distress and to sue for compensation if damage or distress have been caused.  

They can  prevent processing for direct marketing purposes, so anyone can stop the arrival of  personalised junk mail by writing to the data controller.

	7. Personal data must be kept secure against unauthorised or unlawful processing of personal data and against accidental loss or destruction
	Data must be kept private and secure.  Data is backup up regularly, virus checked, and restricted to named authorised persons by mean of passwords or other means.

Any data processors that a data controller may use for processing their data must be professional enough to guarantee the privacy and security of the data. It is also the data controller's responsibility to ensure that the data processor carries out the processing as specified according to an agreed contract to ensure that the data processor carries out the processing as specified according to an agreed contract.

	8. Personal data shall not be transferred to a country or territory outside the European Economic Area, unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.
	There are certain circumstances where the Eighth Principle does not apply to a transfer of data.  They are: 

· the data subject has given consent to the transfer 

· as part of a contract between the data subject and the data controller 

· the transfer is necessary 
· in the conclusion of a contract between the data controller or is in the data subject's interest, or 

· for reasons of substantial public interest.  The Secretary of State can order and explain such a transfer, or 

· for legal reasons, such as advice, legal proceedings or defending legal rights, or 

· the transfer is part of the personal data on a public register 

· the transfer has been authorised by the Commissioner and ensures adequate safeguards for the rights and freedoms of data subjects


Exemptions on data
1. Personal data which must be exempt to safeguard national security eg armed forces

2. Personal data required by law eg inland revenue

3. Personal data kept by the user on himself or family or household affairs for own or                 recreational use. eg home accounts.

Exemptions from a subjects right of access
1. Data relating to a police investigation , criminal records or collection of taxes.

2. Data between a solicitor and his client 'legal professional privilege'

3. Data held solely for statistical purposes.

Exemptions from disclosures

1. Disclosures needed to prevent urgent risk of injury or health eg hijackings

2. Disclosures required by law eg Inland Revenue.

Copyright Laws

1. It is illegal to copy a program from one floppy disc to another without the permission of the legal copyright owner

2. It is illegal to copy one program into more than one computer without a licensing                    agreement.

Types of copyright crime

1. Illegal copying : -software piracy 

2. Purchasing one legal copy and loading it into several computers      

   memory

3. Transmitting software over telecommunications thus creating a copy.

Software piracy is the unlawful copying, distribution and use of software.  each copy of software that is purchased is licensed for use on one machine.  It is illegal to lend that software to a friend for use on their machine or to make money out of selling pirated copies.  Network licenses have to purchased for machines on the network.  The price corresponds to the number of machines using the software at any one time.  Your school will have network licenses for their software.  It is illegal to copy software off the school network for use at home. Software developers face a huge problem with software piracy and the huge loss of revenue.  Many thousands of hours of work go into developing a computer package.   This is then just copied and frequently sold for small amounts at car boot sales, markets and abroad, depriving the developer of that potential income. It is estimated that about 50% of the software purchased in Europe is unlicensed and up to about 95% in Asia and Eastern Europe. Each copy of licensed software costs licensed users more to compensate for the pirated versions. 

People who buy pirated software are unable to benefit from user support because each package must be registered with a unique number and password to be eligible.  They also miss out on upgrades and product information. Unfortunately, people in poorer countries often feel that they cannot afford to buy licensed software and that their only route too much needed computer tools and skills is illegal copies.

































