Computer Crime and the Law

Heathcote Chapter 10

THE LEGAL FRAMEWORK 

This section applies to current British legislation and its relationship to the Council of Europe Convention directives.

SOFTWARE AND DATA MISUSE SPECIFICATION

· Describe the anti-hacking provisions of the Computer Misuse Act.  

· Describe the principles of software copyright and licensing agreements.

Computer Crime and abuse


Computer crime can take the form of unauthorised use or access to information systems, or the modification of programs to benefit the fraudster. Techniques include:

· Piggybacking, which involves tapping into communication lines and riding into a system behind a legitimate user with a password

· Data Diddling, which entails swapping one piece of data for another

Computer crime can also take the form of hacking, sabotage and blackmail. Hacking or computer burgling involves breaking into other people's systems for fun or with the intent to blackmail or commit sabotage. Techniques include:

· Scavenging for stray data or garbage for clues that might unlock the secrets of a system

· Zapping, which means penetrating a computer by unlocking the master key to its program and then destroying it by activating its own emergency program

· Worms or worm programs entail the deletion of portions of a computer's memory, thus creating a hole of missing information

· Time bombs or Logic bombs, which involve the insertion of routines that can be triggered later by the computer's clock or a combination of events. When the bomb goes off, the entire system, perhaps worth millions, will crash

· Viruses are self-replicating programs which can have a similar effect to Time or Logic bombs
	Hacking
	http://www.guardian.co.uk/online/story/0,3605,879884,00.html

	Examples of this include the fake eBay site that was launched April 2003. The shadow site replicated the real eBay.com site - but it was registered to two men in Lithuania.


	Theft of Money
	http://www.scit.wlv.ac.uk/~in7504/computer_crime.htm 

	The Salami, which involves spreading the haul over large number of transactions like slices of salami. For example, a bank clerk might shave a trivial sum off many customer accounts to make up a large sum in his / her account




Theft of data

	Fraud on the Internet
	http://money.guardian.co.uk/saving/story/0,1456,742951,00.html

	
	


	Viruses
	 

	The LoveLetter virus would arrive in your inbox with an attachment called "LOVE-LETTER-FOR-YOU". Despite regular warnings about the possible nefarious content of attachments, people could not resist clicking to see why they were so loved, and infected themselves in the process.
	The email virus hoaxes such as SULFNBK. This message had no malicious payload but played on users' lack of knowledge about their system. The message warned that if the user had the SULFNBK file on their system, then they should delete it because it was a virus. 

The file existed all right -but was just part of Windows. Nevertheless, people happily deleted it and then passed the message on to all their friends; it was a perfect social engineering ruse.


Logic Bombs

1 SOFTWARE COPYRIGHT Heathcote p.47
BBC claims computer piracy costs UK £3bn a year
Tuesday 10th April 2001

One industry figure claims that for every game sold over the counter, ten are pirated 

Police bust £50m software piracy ring
Friday 6th September 2002

Graham Hayday, Silicon.com  

The police have rumbled a massive Microsoft software piracy operation, sentencing the culprits to 10 years in jail 

Four men have been sentenced to lengthy jail sentences after the discovery of a £50m piracy ring involving Microsoft software.

After an eight-and-a-half-month trial the men were found guilty of conspiracy to defraud. They have been sentenced to nearly 10 years collectively after the National Crime Squad investigated a worldwide conspiracy involving counterfeit Microsoft software. This conspiracy is believed to have been one of the largest of its kind in the UK. The ringleaders face further court proceedings for potential confiscation of millions of pounds they are believed to have made in ill-gotten gains.

 Akbal Alibahai, 34, of Palmers Green, London and Nabil Bakir, 29, of Ascot, Berkshire, directors of a company called PC Software, were each sentenced to four and a half years in prison. Two other accomplices, Adam Collier, 32, of Sandhurst, Berkshire and Chiam Dias, 35, of Marylebone, London were each given custodial sentences of four months. 

Dias operated a small computer supplies company, Wayfarer in Shoreditch, east London and used to fulfil fake invoices and launder money from Alibhai's and Bakir's software operation. Dias then sold these products to a company run by Collier, a former painter and decorator prior to becoming managing director of two software companies, Oracle Worldwide Trading and Lothbury Corporation.

The gang conspired to obtain and supply huge quantities of counterfeit Microsoft software in a distribution network that covered the Far East and America. The focal point of the activity in the UK centred on companies in the Thames Valley who were storing and distributing counterfeit software. 

Julia Phillpot, Microsoft UK channel anti-piracy manager, said in a statement: "This was an organised attempt to con consumers and businesses into buying counterfeit software. We are very concerned that customers have spent thousands of pounds on what they believe to be genuine Microsoft products to find they are running illegal software."

THE COPYRIGHT DESIGNS AND PATENTS ACT 1988 

Covers computer software and a wide range of intellectual property such as music, literature and software.

This makes it illegal to 

· Copy software

· Run pirated software

· Transmit software over a telecommunications line, thereby creating a copy.

	http://news.com.com/2009-1001-954728.html
	Assessing the risks

	http://iw.windermeregroup.com/Papers/scip_iw.html
	

	http://www.elspa.com/
	Anti piracy

	http://www.fast.org.uk/
	FAST

	http://www2.cnn.com/TECH/specials/hackers/
	Hackers

	http://www.rferl.org/nca/special/enemies.html
	Countries who censor the Internet

	http://www.trusecure.com/
	All about security

	http://www.bsa.org/uk/
	FAST


Who are the Business Software Alliance?

Can you give examples of cases that have come to court?

1994 Describe three different types of software licensing agreement which are currently offered by software producers. (6)

	Treat as book
	One copy in use at a time being passed to another user

	Multi-user
	Usually one/half the number of master discs with agreement to copy onto a specified number of machines for multiple use at any one time

	Network license
	Normally software resides on host with a specified number of stations on that single network being given access at any one time

	Site license
	License extends to cover all machines within that institution


COMPUTER MISUSE ACT 1990 Heathcote p.52

http://www.mcc.ac.uk/cos/security/CMA_summary.html
http://safety.ngfl.gov.uk/ukonline/document.php3?D=d10



The Computer Misuse Act, 1990


The Computer Misuse Act, 1990 was passed to deal with the problem of hacking of computer systems. In the early days of hacking, the problem wasn’t taken very seriously – it was seen as mischievous behaviour, rather than as something which could cause serious loss or problems to companies, organisations and individuals. Before 1990, it was difficult to prosecute people for hacking – existing laws were not written with that in mind. However, it became increasingly clear that hacking should be against the law, and that the laws should be effective and enforceable. As a result, the Computer Misuse Act was passed in 1990. 

The Act created three new offences:

Unauthorised access to computer material

This is the lowest level of offence. It includes, for example, finding or guessing someone’s password, then using that to get into a computer system and have a look at the data it contains. This is an offence even if no damage is done, and no files deleted or changed. The very act of accessing materials without authorisation is illegal. This offence carries a penalty of imprisonment up to six months and/or a fine. 

Unauthorised access with intent to commit or facilitate commission of further offences

This builds on the previous offence. The key here is the addition of ‘intent to commit...further offences’. It therefore includes guessing or stealing a password, and using that to access, say another person’s on-line bank account and transferring their money to another account. For this offence the penalty is up to five years’ imprisonment and/or a fine. 

Unauthorised modification of computer material

This could include deleting files, changing the desktop set-up or introducing viruses with the intent to impair the operation of a computer, or access to programs and data. The word ‘intent’ means it has to be done deliberately, rather than someone deleting files by mistake. This also includes using a centre’s computer to damage other computers outside the centre, even though the computer used to do this is itself not modified in any way. This offence carries a penalty of up to five years and/or a fine.

SUMMARY Learn this by Heart


	Section 1

Unauthorised access to computer material. 
	6 MONTHS in prison.

	Section 2

Unauthorised access with intent to commit or facilitate commission of further offences.  
	Persistent hacking can get you 5 YEARS in prison on indictment.

	Section 3

Unauthorised modification of computer material.  
	Can get you 6 MONTHS in prison.  


Be able to answer the Case Study on p.52

Question 2 on P.62 is a particularly good question.

1997 (6 marks) The Computer Misuse Act defines three types of offence.  With the aid of examples, describe each of these three types of offence.

	Description of each offence

	1 

	Appropriate example

	1



	· Unauthorised access to programs or data(1): applies to anyone who gains 

· access but was not authorised, ‘exploring the system’(1) Example: obtaining a listing/copy of data/program (1) guessing passwords to gain access (1) authorised user exceeding access levels (1) 





· Unauthorised access with criminal intent (ulterior intent)(1): intent on a 

more serious crime (1)
Example: access to different computers in preparation of a fraud (1) accessing information for the purpose of blackmail (1) 

· Unauthorised modification of computer material (programs or data being held)(1): deliberately modify the code/data with deliberate intent , or deliberately 

introduce a virus(1)  Example:
any virus (1) - by name or description, modify a piece of code such that it does not run (1), modify a piece of data such that it causes the code to fail (1)

 If there is a combination of points across two types of offence be sure to 

award marks for individual points e.g.  exploring the system with criminal intent (2)



2000 (Sample) 8 (9)

The Computer Misuse Act defines three types of offence.  With the aid of examples, describe each of these three types of offence.
June 2001.7 

(a) Describe what is meant by a software licensing agreement? 2 marks

(b) Mr. Patel has a single user software licensing agreement for a word processing package, which specifies that there must only be one copy in use at any one time. Would he be guilty of breaking the agreement if he installed the package on his laptop PC, as well as on his standalone PC at work? Explain your answer. 2 marks
(c) A college network has a server and 20 stations. What type of licensing agreement would be suitable for a word processing package that may be used at the same time on all 20 stations? 2 marks
(d) Breaking a licensing agreement is one type of offence that a computer user can commit. Some other offences are covered by the Computer Misuse Act. Explain, using examples, level 1, 2 and 3 offences under the Computer Misuse Act. 9 marks
a) An agreement on how a piece of software may be used/legal document/contract (1). Agreement is between user and producer of software. (1)

REMEMBER THAT NOT ALL SOFTWARE IS SOLD

IF ONLY MENTION USER OR PRODUCER THEN 1 MARK ONLY

b) 2 marks or 0 marks.

No. They are not committing an offence provided they only use the PC or the laptop at any one time (2).

Yes if they let the laptop and PC be used at the same time (2)

c) A multi-user licence agreement/site licence/network licence (1) for a minimum of 20 copies/number specified (1) of the software to be used at any one time

IF TWENTY SEPARATE LICENCES 1 MARK ONLY

d) Level 1 – unauthorised access (1) to material without any intent (1) to do anything other than just gain access. An example would be the student who gains access to the administrative side of a college network or to another student’s user area. The person who tries to get into a system just for the hell of it. (1).

Here user is not doing anything as such.

Level 2 – unauthorised access (1) with intent to commit (1) or to facilitate commission of further offences. For example accessing bank records with the intent of committing fraud. Accessing personal details with the intent of committing blackmail. (1)

Here user is using the data itself for other purposes.

Level 3 – unauthorised (1) modification (1) of computer material. The code or data is actually changed rather than simply viewed and used. For example changing the balance in a bank account, altering someone’s credit status, changing an examination mark./ Introduction of viruses (1).

Here user changes data/software in some way.

Viruses come under this level
June 1999 5 (a) State the three levels of offence under the Computer Misuse Act of

1990. Illustrate each answer with a relevant example. (6)

(b) Describe four separate measures that can be taken to prevent accidental or deliberate misuse of data on a stand-alone computer. (8)

(14)

(a) Level 1 – unauthorised access to material without any intent (1) to do anything other than just gain access. An example would be the student who gains access to the administrative side of a college network or to another student’s user area. The person who tries to get into a system just for the hell of it. (1) 

Level 2 – unauthorised access with intent to commit (1) or to facilitate commission of further offences. For example accessing bank records with the intent of committing fraud. 

Accessing personal details with the intent of committing blackmail. (1) 

Level 3 – unauthorised modification (1) of computer material. The code or data is actually changed rather than simply viewed and used. For example changing the balance in a bank account, altering someone’s credit status, changing an examination mark.(1) 

1 mark for the statement of the level and one for the relevant example. Please note that the words in bold are the key ones for the levels and that they need both parts to gain the one mark for statement of level. 

(b) FOUR SEPARATE measures @ 2 each 

The range of answers here can be large. The mark allocation is 1 for each sensible suggestion and 1 for a reason why it is suitable. Note that the question refers to a stand-alone PC. 

Acceptable answers would be; 

Password protection to prevent access to software by third person 

Keyboard lock to prevent physical use of equipment 

Isolation of machine in locked room with restricted access to it 

Automatic virus checking – software permanently installed 

Automatic backup to prevent data being inadvertently lost 

Screen savers – to prevent unauthorised viewing of data 

Automatic shut down if no action taken within a pre-defined period 

Read/write restrictions on certain files to prevent changes being made to important data 

And others realistic examples 

Vetting of employees 

Training 

Procedures/code of practice/Employee Contract 

Authenticity of Software (reliable source) 

Encryption of stored data 

Allow one type of keyboard task 

Audit trail 

Saving data to floppy disk + removing disk (why you do it) 

Allow removable Hard-disk 

Shutting down the system properly 

NOT ACCEPT LOG-OFF (infers network)
DATA PROTECTION ACT 1998 

Heathcote Chapter 12

	http://www.dataprotection.gov.uk/
	http://www.hmso.gov.uk/acts/acts1998/80029--a.htm#1

	http://www.dataprotection.gov.uk/commissioner.htm
	


Data protection legislation 

· Recall the type of data covered and various exemptions from the legislation.

· Recall the definitions of processing and consent to process.

· Explain how the requirements of the legislation impact on data.

Collection and use.

· Describe the obligations of data users under the legislation.

· Recall the rights of individuals under the legislation.

· Recall the role of the Registrar in encouraging good practice, acting as Ombudsman and enforcing legislation.
Purpose
The purpose of the Act is to protect individuals from the use of erroneous information held about them, and also the misuse of correct information that may be held about them. 

The Act gives rights to living individuals about whom information is recorded. They are entitled, upon application, to be supplied with a copy of any information held about them. They also have the right to challenge it, if appropriate, and to claim compensation if they suffer loss or damage          because of incorrect information/inappropriate disclosures. 
The Act also obliges those who record and use personal data to be open about their use of the information they hold. They must register this use with the Data Protection Commissioner and comply with certain practices that are laid down in the form of principles.
Terms 

· "data controller" means, subject to subsection (4), a person who (either alone or jointly or in common with other persons) determines the purposes for which and the manner in which any personal data are, or are to be, processed;  
· "data processor", in relation to personal data, means any person (other than an employee of the data controller) who processes the data on behalf of the data controller;  
· "data subject" means an individual who is the subject of personal data; 
· "personal data" means data which relate to a living individual who can be identified- 
 (a) from those data, or 
 (b) from those data and other information which is in the possession of, or is likely to come into the possession of, the data controller, 

and includes any expression of opinion about the individual and any indication of the intentions of the data controller or any other person in respect of the individual; 
EIGHT PRINCIPLES OF THE UK DATA PROTECTION ACT 

1. Personal data shall be processed fairly and lawfully and not processed unless certain conditions are met and in the case of "sensitive" personal data further conditions are met. [ processing includes collection ]
2. Personal data shall be obtained for one or more specified and lawful purposes and must not be processed in any manner that is incompatible with that purpose or purposes. 
3. Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed. 
4.Personal data shall be accurate and, where necessary, kept up to date. 
5. Personal data held for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes. 
6. Personal data shall be processed in accordance with the rights of data subjects under the 1998 Act.  
[An individual shall be entitled at reasonable intervals and without undue delay or expense: 
· to be informed by any data user whether he holds personal data of which that individual is the subject; and  to access to any such data held by a data user; 

and where appropriate: 
· to have such data corrected or, in some cases, destroyed. ]
7. Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data. 
8. Personal data shall not be transferred to a country outside the European Economic Area, unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data
	Summary of the eight principles (Learn by Heart)
1. Fairly and lawfully processed; 

2. Processed for limited purposes; 

3. Adequate, relevant and not excessive; 

4. Accurate; 

5. Not kept longer than necessary; 

6. Processed in accordance with the data subject's rights; 

7. Secure; 

8. Not transferred to countries without adequate protection.


Main Exceptions (see p.57)

· All records held in the cause of national security

· Personal data held only for accounting and payroll purposes.

· Personal data collected and processed on a wordprocessor, and any data used only for text production.  (Mailing lists containing only names and addresses are exempt, so junk mail is unaffected)

· Membership data held by clubs provided the members agree to their details being stored on computer and the club is small.

· Data held solely for domestic and leisure purposes e.g. on a home computer.

· Data need not be revealed if it is held for the purposes of preventing or detecting crime, catching or prosecuting criminals, assessing or collecting taxes or duties or controllingb immigration.  (This is controversial since the fear is that police etc are given immunity because it makes it easier to withold information) 

Data User’s Register entry

A register entry is compiled from the information given in the registration application     form. The entry gives the data user's name and address together with a broad description     of: 
· the personal data held; 
· the purpose for which it is used; 
· the sources from which the information may be obtained; 
· the people to whom the information may be disclosed i.e. shown or passed on to; 
· any overseas countries or territories to which the data may be transferred.
Rights of data subjects

· Right to see data held about them without undue cost or delay, 
· The data must be easy to understand and include a description of why the data is processed, 
· Right to have incorrect data changed, 
· Can seek damages if use of incorrect data results in personal injury.
About the Information Commissioner (formerly the Data Protection Registrar)
[image: image1.png]



The Information Commissioner enforces and oversees the Data Protection Act 1998 and the Freedom of Information Act 2000. 
The Commissioner is a UK independent supervisory authority reporting directly to the UK Parliament and has an international role as well as a national one. 
In the UK the Commissioner has a range of duties including the promotion of good information handling and the encouragement of codes of practice for data controllers, that is, anyone who decides how and why personal data, (information about identifiable, living individuals) are processed. 

Richard Thomas 
Information Commissioner (2003)
The Freedom of Information Act 2000 ('the Act') was passed on 30 November 2000.  The Act will be enforced by the Information Commissioner, a new post which came into being on 30 January 2001 and which combines Freedom of Information and Data Protection.  Elizabeth France, previously the Data Protection Commissioner, being the first Information Commissioner, the 'Commissioner'.  Both the Freedom of Information Act and the Data Protection Act relate to information handling and her dual role will allow the Commissioner to provide an integrated and coherent approach. 
What does the Act do? 
The Act gives a general right of access to all types of 'recorded' information held by public authorities, sets out exemptions from that right and places a number of obligations on public authorities. 
Who does the Act cover? 
Only public authorities are covered by the Act.  These include Government Departments, local authorities, NHS bodies (such as hospitals, as well as doctors, dentists, pharmacists and opticians), schools, colleges and universities, the Police, the House of Commons and the House of Lords, the Northern Ireland Assembly and the National Assembly for Wales.  It also includes a long list of other public bodies, ranging from various official advisory and expert committees, to regulators and organisations such as the Post Office, National Gallery and the Parole Board.  A list is provided in Schedule 1 of the Act.  There is a provision in the Act for other authorities to be named later and for organisations to be designated by the Secretary of State as public authorities because they exercise functions of a public nature or provide a service under a contract which is a function of that authority. 
Questions cover a period of years within which legislation was strengthened, we have left the questions in to provide background.

1994 (20 marks) Remember now no essays in the ICT1 examination. 

“National surveys have revealed that many people believe that the use of Information Technology systems has resulted in a loss of privacy for the individual.  However the users of such systems claim that much of the data stored is often freely available, is used only for legitimate purposes and that legislation exists to protect the individual.”

Discuss this statement making particular reference to the current legislation, and if possible loopholes within it.

MARK ALLOCATION 4 loss of privacy, 4 data freely available, 8 for discussion of DP act, 4 coherence and presentation

Paragraph 1: Introduction

Paragraph 2: Describe the fears people have about the loss of privacy (these might also be stated at the same time as discussing the  DP Act i.e. combining the two paragraphs).  The work we have done on privacy can be used, examples in each case should be given. (4 from) 

	IT has the facility to store large quantities of data, so.....

	Operating speed and Processing power enable data to be retrieved quickly and from distant points, so...

	Data can be rapidly transferred between interconnected systems e.g. inter-continental in seconds, so.....

	Data can be searched (and results combined) in ways that would otherwise be impracticable or impossible, for example....

	Data is stored and transferred in a form which is not understood by the majority, this means ....

	The Cost-effectiveness of modern IT systems enables more sophisticated use, for example....

	Bureaus, stores and credit agencies buy and sell information without reference to the data subject, so.....


Paragraph 3: Describe how data available and how the public give consent to legitimate use 

	Consumers and borrowers readily give information to retailers, creditors or advertising agencies

	It is possible to tick ’no’ details box

	Data bureau’s collect data from manual records e.g. Electoral register, phone book and place these on databases

	This type of data is often collected as a by-product of sales e.g. Credit card number.  It is then used to aid the advertising of merchandise

	Specific targeting is in the consumer interest as they want to know of new product ranges/special offers


Paragraph 4: Current Legislation

State with some idea of meaning all 8 Principles of the DP Act

State the offences covered by the Computer Misuse Act and penalties

Paragraph 5: Discussion of possible loopholes in present legislation

	DP Act was written to cover large data processing dept which have centralised control: small systems less open to control as are comms. based systems

	DP agency is totally underfunded and understaffed

	level of non-registration

	Word processing/E-mail can prepare & print but not process or store for future editing

	Simple to store none registered data on paper based systems and use reference codes on database

	Act does not cover similar data on other media

	People rarely stand up to big companies

	Exemptions include statistical use

	Individuals not aware of what is held


Paragraph 6: Conclusion

1993 (20 marks)  

a A group of estate agents uses a computerised system to administer its business.  The manager of the group has not registered the use of the system with the Data Protection Registrar as he/she feels the Data Protection Act is not effective.  The manager becomes concerned when a customer complains about the source of an incorrect credit rating.

The manager has asked you, as an IT adviser, for help and advise in the form of a report.  Write a report which describes the principles of the Data Protection Act and the actions required on the part of the manager (14)
b Write an unbiased summary of the effectiveness of the Data Protection Act (6)
ANSWER

a Discussion of the Principles as stated above (6-12)

Actions

	Must apply for registration by supplying details of Data User and address for Data Subject access requests

	The specific details of the personal data held

	Purpose for which it is to be held

	Source of data gathered by the Data User

	To whom the Data User may disclose the information

	Any overseas countries to which the Data User may transfer the personal data

	B as above plus

	Only a small number of prosecutions have been brought

	Penalties are weak

	Act only implemented to comply with EC legislation


1991 (3) Imagine that you run a small business and use computers to store and process a variety of information including customer records.

State two requirements that a Data User such as yourself would be obliged to meet under the terms of the Data Protection Act

see above

1998.8 (15 marks)

The terrn 'data protection' covers the maintenance of the integrity, quality and ownership of data handled by information technology systems. There are many ways to protect data, and there is also legislation to ensure that data is kept private and secure.

Discuss the Data Protection Act 1984, including reference to:

· objections to the Act;

· the information that should be recorded when registering with the Office of the Data Protection Registrar;

· the likely future of the Act and the consequences for data owners/users as a result of the EU Directive on Data Protection.

· Quality of language will be assessed in this question.

	The answer to this question should be written in prose and will be assessed for quality of language
(i) Objections raised:

Excludes manual records 

Various exemptions e.g. where protection would be likely to prejudice national security/tax collection etc. 


Important question of who decides when prejudice is likely is not stated in the Act 


Act does not deal with the privacy of e-mail 


	1

1

1

1

	
	Max 4 MARKS

	(ii) 4 issues when registering with ODPR:


Types of personal data held 


Purpose for which data is held 


Sources from which data is obtained 


Persons to whom data may be disclosed 


Countries to which it may be transferred 


	1

1

1

1

1



	
	TO MAX 0F 4 MARKS

	(iii) This part of the question should be more discursive covering issues such as:

The Act may need to be totally revised or amended.(1)


The latter is likely and amendments are likely to include:


same legislation for both electronic and manual records (1)


strengthening of individual rights e.g. data users obliged to obtain unambiguous consent of the data subjects to the gathering and subsequent use of personal information  (1)


e-mail and Internet to be accounted for (1)


The EU Directive has been adopted by member countries and must be incorporated into domestic law by October 1998 (1)


Data users will have until 2001 to design systems and strategies to comply with any new legislation (1)


Data owners may have to implement quality control systems that will include a data protection management system which could be inspected at random by the ODPR (1)


	1

1

1

1

1



	
	TO MAX OF 3 MARKS


2000.6 (16)

(a) State the eight principles of the 1998 Data Protection Act (8)

(b) Describe two exemptions to the Act (4)

(c) Describe two obligations of data users under the legislation (4)

January 2001.8.

 a) State five of the principles of the 1998 Data Protection Act 5 marks
b) Describe two exemptions to the 1998 Data Protection Act 4 marks
1 mark each for any of the eight principles :

N.B. This list contains nine - the eight from the 1984 Act and the new one from 1998 Act. Will probably have to allow both as text books incorrect/not updated

· data shall be obtained and processed fairly and lawfully

· personal data shall only be held for one or more specified and lawful purposes

· personal data shall not be disclosed or used in any manner incompatible with that purpose or purposes

· personal data shall be adequate, relevant and not excessive for the purpose

· personal data shall be accurate and up to date

· personal data shall not be kept for longer than is necessary for the purpose

·  an individual shall be entitled to be informed of what data is held on them, to view it and to ask for it to be corrected NB not actually change it

· appropriate security measures shall be taken against unauthorised access to, alteration or disclosure or destruction of personal data

·  personal data shall not be transferred to a country or territory outside the European economic area unless that country or territory ensures an adequate level of protection

This is the summary list currently on the DP Registrar’s website.

· fairly and lawfully processed;

·  processed for limited purposes;

·  adequate, relevant and not excessive;

· accurate;

· not kept longer than necessary;

· processed in accordance with the data subject's rights;

·  secure;

·  not transferred to countries without adequate protection

b) Exemptions 2 °— 2 marks 4 marks

Examples such as:

· national security

· crime

· taxation

· health, education and social work

· regulatory activities – protecting people from dishonesty and malpractice, charities

· journalism, history and statistics

· available under enactment – i.e there is other legislation which makes the information available

· law/legal proceedings

·  domestic

1 mark for naming: 1 mark for description

Cannot get 4 marks for four separate exemptions

N.B. QUESTION CONCERNS 1998 ACT

Exemptions are specifically mentioned in the Act. They are not the same as areas that are not covered by the Act such as emails.
June 2001.10

(a) State why an organisation must apply for entry onto the Data Protection Register. 1 mark

(b) State three items of information that must be provided by the data user about the data that is to be stored. 3 marks
a) Legal requirement/Data Protection Act requirement 1 mark

b) For each purpose data is to be stored:

• Description of purpose(s) data to be stored for (1)

• Data to be stored (classes) (1)

• Who will have access to the data (recipients) (1)

• Any organisations to whom data will be passed on (transfers) (1)

• Sources of data/how the data has been acquired (1)

To maximum of 3 marks
January 2002 7. 

Data protection legislation was introduced into the UK in 1984; it has since been superseded by the 1998 Act.

(a) State why the legislation was originally introduced. 1 mark
(b) State what type of data is the subject of the Data Protection Act 1998. 2 marks
(c) A company wishes to collect data from order forms submitted by its customers to sell to other companies.  State two actions that the company must take so that they can legally collect and sell that data. 2 marks

(d) The Data Protection Act gives individuals the right to see what data is held about them.

(i) State how an individual must ask to do this. 1 mark
(ii) Could an individual have to pay to receive a copy of his or her data? 1 mark
a) To protect (r similar) individuals/personal data (1)

b) Data relating to living (1), identifiable (1) human beings

One mark for personal data

c) Register the fact that they are going to be selling the data on (1)

Get the data subjects permission to pass their data on (1)

NB Future tense – they must do this before they start collecting data, not during data collection.

d) i. Written request (1)

ii. Yes (1)

January 2001.5. When buying a new house through a large estate agency, customers are asked if they object to the data they are giving to the estate agent being passed on to other companies.

a) Explain why the estate agent must ask this question. 2 marks

b) State, with an example, what the estate agent could do with the customers' details if they give permission for them to be passed on? 2 marks
a) Legal requirement (1) of Data Protection Act (1)

b) Sell them(1) to other companies e.g. builders(1)

If give, transfer, sell without an example 1 mark, with example 2

N.B.SPECIAL CASE

Do not accept simply pass on as this is in the question. Pass on with an example 2 marks.

2000.6.

a)  State the eight principles of the 1998 Data Protection Act. 8 marks

1 marks for each of the eight principles :

data shall be obtained and processed fairly and lawfully

Personal data shall only be held for one or more specified and lawful purposes

Personal data shall not be disclosed or used in any manner incompatible with that purpose or

purposes

Personal data shall be adequate, relevant and not excessive for the purpose

Personal data shall be accurate and up to date

Personal data shall not be kept for longer than is necessary for the purpose

An individual shall be entitled to be informed of what data is held on them, to view it and to ask for it to be corrected NB not actually change it

Appropriate security measures shall be taken against unauthorised access to, alteration or disclosure or destruction of personal data

Personal data shall not be transferred to a country or territory outside the European economic area unless that country or territory ensures an adequate level of protection

BE CAREFUL CANDIDATES DON'T SPLIT ONE OF THE ABOVE INTO TWO SEPARATE POINTS

BUT GIVE CREDIT IF ONLY HALF GIVEN EG IN FIRST ONE IF ONLY HAVE LEGALLY STILL

GET A MARK

NOTE: As this is the first year that we are expecting 1998 Act allow both sets of principles(1984 and 1998)

b) Describe two exemptions to the Act 2 x 2 marks 4 marks

Examples such as

national security

crime

taxation

health, education and social work

regulatory activities ñ protecting people from dishonesty and malpractice, charities

journalism, history and statistics

available under enactment ñi.e there is other legislation which makes the information available

law/legal proceedings

domestic

1 mark for naming        1 mark for description

Cannot get 4 marks for 4 separate exemptions

NB QUESTION CONCERNS 1998 ACT - EXEMPTIONS ARE REDUCED e.g. clubs and payroll

not now exempted

c)  Describe two obligations of data users under the legislation. 2 x 2= 4 marks

Examples such as

allowing access

need to register, what data, what purpose , who has access

get rid of old

keep up to date

ensure staff follow guidelines/code of practice to ensure security and privacy

control access to data kept/security

follow all of the principles

1 mark for naming   1 mark for description

Cannot get 4 marks for 4 separate obligations
June 2003.8 (9 marks)

As the use of ICT increases so does the need for legislation to control its use.

Explain using an example for each one, what is covered by:

a. The Data Protection Act

b. The Computer Misuse Act

Copyright and licensing agreements.
