AS Module 2 (ICT2): TOPIC 11.8 Security of Data

· Understand the importance of and the mechanisms for maintaining data security.

· Describe the distinction between security and privacy.  

· Understand simple processes that protect the integrity of data against malicious or accidental alteration; standard clerical procedures, passwords, levels of permitted access, write protect mechanisms, backup procedures, restoration and recovery procedures. Chapter 27
Backup systems Chapter 27

· Understand the need for regular and systematic backup and procedures for recovery.
	http://www.oreilly.com/catalog/crime/chapter/cri_02.html
	Computer Crimes

	http://computer.howstuffworks.com/channel.htm?ch=computer&sub=sub-security
	Excellent starting point


Data Security (See p.145)

· Information Systems are vulnerable to many more types of threats than manual systems. - natural disasters, malfunction, theft see ICT1

· Security is all the policies, procedures and technical tools used to safeguard information systems from unauthorised access, alteration, theft and physical damage. Among businesses that have lost the major part of their information store, a large percentage subsequently fail. 

Data Privacy issues

· Prevention of data loss by software or procedural errors or physical hazards

· Protection of data from accidental or deliberate disclosure

· Protection of data from accidental or deliberate corruption or modification - data integrity

· Protect rights of individuals and organisations to restrict access to information, which relates to them and is of a private nature, to those entitled or authorised to receive it - data privacy. 

Data Privacy Concerns

· Government and private industry have used information from computer-based files to intimidate their opponents.  Damaging information might be found about you and released to the national press to destroy your credibility.  Have you ever seen a doctor concerning stress? Etc.

· Is information accurate?

· Facility for storing vast quantities of data

· Speed and power of computers make it possible for data to be retrieved quickly and easily from many access points

· Data can be rapidly transferred between interconnected systems

· Computers make it possible for data to be combined in ways which might otherwise not be practicable

· Data is often transferred in a form not directly intelligible 

· Credit Referral agencies may know some or all of the following:- Name and address (current and past) Income, job title, debts, credit limits, payment records, value of your home, value of car, who has requested credit information about you.  Your buying patterns - what you buy, where and in what price range.

Integrity issues

Safeguarding information systems can be costly and complicated.  A system that has too many controls can be so unwieldy and difficult to use that people may be discouraged from using it at all.   Data security must be provided for both data storage and data usage in on-line and batch systems.

Backups

The purpose of backup is to cope with the situation when one or more aspects of system security has failed. Thus backup may be as simple as allowing a file that has been accidentally overwritten to be recovered or it may be designed to cope with the complete destruction of a computer installation.
Magnetic tape file security (grandparent - parent - son)


	http://www.pcmag.com/article2/0,4149,428500,00.asp
	Excellent description of generational backups


· The method of backup depends to a large extent on the nature of the data that is being backed up. If the data never or rarely changes as is the case with applications software, then it would be sufficient to keep copies on tape or disc in a safe place - for example in a fire proof safe, possibly in a separate building. Any occasional updates or changes could be copied and similarly stored. 

· In the case of batch processing systems, where a transaction file is merged with a master file to produce a new master file then the generations method would be used. Here the new master file is called the son. The previous master file is called the father. The father generation master and its transaction file are kept as backup. When another transaction file is merged with the son, then the son becomes the father and the father becomes the grandfather. Three generations of file are normally kept together with their associated transaction files If the current (son) master file is destroyed it can be re-created by merging the father generation master and transaction files again.

Disk Mirroring

Problems occur with transaction processing where changes to records are made randomly as they occur. If access to the data is critical then the file may be mirrored. This is when an exact copy of the file is maintained on a different disk. Both files are changed together. If the disk fails, corrupting or making the file unavailable then processing can continue using the image. This protects against loss of the file due to disk failure. It does not however allow recovery from situations where invalid data has been processed or records accidentally deleted. Mirroring would normally be used in conjunction with a regular backup procedure as described below. 

Merging master and transactions files.

Random access files can be backed up by regularly copying the entire file to a tape or to another disk. Special tape devices called tape streamers are available for this. The frequency of copying would depend on how active the file was. This in itself does not allow the file to be recovered since the copy is a snapshot of the file and the data will have changed since the copy was made. In addition to the copy a transaction log must be maintained. This is simply a file containing details of every transaction made since the copy was done. If the file is lost or corrupted then it can be restored by merging the transaction log with the copy to reproduce the original.

Periodic Backup p.149
Problems associated with periodic backups are: 
All updates since the last backup are at risk of being lost 
The system must be shutdown while backup takes place 
Backup tapes are at risk, unless they are stored in a  different building 
The whole system does not need backing up every time.  Data files need to be backed up but program files don't.  Incremental backups are quicker - this is where only the files that have changed since the last backup are saved.  
Magnetic tape is suitable for large backups but zip drives or CD/R might be more suitable for a small business.  
Tapes can hold large quantities of data and they are re-writeable but they are quite expensive and slow 
CDR is cheap and quick but can only hold 650MB 
ZIP disks can hold 100MB or 200MB.  The disks are read/write. 
 RAID p.150
Redundant Array of Inexpensive Drives 
This is a system whereby every transaction is saved onto more than one HDD, so that records are backed up as soon as they are created.  One of the disks can be in a remote location. 
Other ways of maintaining security

Standard clerical procedures p.146

These are procedures that guard against errors: 
Data should only be entered by authorised personnel 
Data verification procedures should be in place (e.g. keying in data twice) 
Output should be inspected
Write-Protecting Disks 
Disks and tapes have write-protect tabs.  When the tab is closed, the contents of the disk cannot be altered. 
User IDs and Passwords p.146
Passwords can give different access levels 
Passwords should be at least 6 characters long 
Password display should be suppressed 
Files containing passwords should be encrypted 
Users should change their passwords regularly 
Passwords should not be easily guessed words 
Passwords are more secure if they consist of a mixture of upper and lower case, letters and numbers 

Access Levels p.147
Typical access rights are read-only, read/write and No Access.  Computers can be programmed to allow access only at certain times. 
In a hospital, a receptionist would be allowed to make and change appointments but not to see medical records. 
Fraudulent Use or Malicious Damage 
www.bbc.co.uk/crime/caseclosed/nick-leeson-shtml

The main threats are malicious employees and fraudsters.  Possible safeguards are: 
Vetting potential employees 
Immediate removal of sacked employees 
Separation of duties 
Physical security e.g. locks, ID badges 
Passwords 
Education and training of staff (e.g. lock doors, log-off  computers, challenge strangers) 
Software to monitor all terminal activity 
Redundant servers

Providing extra file servers or disk drives - which can be used in emergencies
Viruses p.148
All purchased software should arrive in sealed packaging. 
Employees could be prevented from bringing in floppy disks from home. 
Anti-virus software should be installed. 
Biometric Security p.148

	http://biometrics.cse.msu.edu/info.html
	Biometrics with pictures

	http://computer.howstuffworks.com/facial-recognition.htm
	Facial Recognition


More secure than passwords.  Example of biometric security is fingerprint recognition. See case study of iris recognition at the Nationwide Building Society. 
Communications Security p.148

	http://www.vicomsoft.com/knowledge/reference/firewalls1.html
	Firewalls


Telecommunications systems are vulnerable to hackers.  Protection measures include callback systems.  Data encryption can protect sensitive data before transmission. 
Disaster Planning p.148-149

Computer failure can easily ruin a business.  70% of organisations that experience a disaster (fire, flood etc) cease operating within 18 months.  However, if a company has an emergency plan, it can get up and running again very quickly.  For example, an organisation could subscribe to a disaster recovery service (e.g. one that could offer temporary office space or spare equipment in the event of a disaster).  Smaller businesses need at least to have a backup system. 
Case Study:  Backup Strategy 148-149 
Documentation - procedures for restoring parts of network and telephone numbers of key technical specialists
Factors in a Backup Strategy 

	http://www.pcmag.com/article2/0,4149,428501,00.asp
	What to do

	http://drplan.com/ArticleCCrime1.htm
	Disaster Recovery


	WHEN
	Frequency of backup 

	WHAT
	Backup media 

	WHERE
	Location of Backup storage 

	HOW
	Number of generations to be kept (where there is incremental  backup) 

	TEST
	Testing of recovery procedures 


EXAMINATION QUESTIONS WITH SKELETON ANSWERS
1996.8 (8 Marks) Have p.150 open

A computer system, which is normally in use 24 hours a day, holds large volumes of different types of data on disk packs.  The main types of data stored are:

· applications software that changes only occasionally during maintenance

· data master files that are updated regularly every week

· transaction files which are created daily

· database files, which are changing constantly.

It is vital that these different types of files can be quickly recovered in the event of file corruption.  Outline a suitable back up strategy for each of these types of files explaining what data is backed up and when, the procedures to be followed, and the media and hardware needed

	Applications software
	backup files when installed/changed

	keep copy in safe place
	

	Master files
	backup weekly to tape

	fast tape streamer used overnight
	generation system

	Transaction files
	backup as created

	Database files
	backup changes to second disc as processed

	backup to fast tape streamer weekly overnight
	


1991 (16 marks) 

There are three ways in which the security of data within a large company database may be compromised.  The data could be read, altered or destroyed by persons not authorised to do so.

· Give five examples of how unauthorised access to data might occur and how you could prevent them. (10)

· Give three examples of how data might be altered or destroyed and the way each example could be prevented or controlled. (6)

A

	Unauthorised use of the system. 
	Make everyone register and be given Personal Identity Number before they can log-on to the system. User would also have a private password.

	Access to registered users to areas for which they have no access rights.  
	Make access to other areas impossible by forcing them to use a menu driven system tailored to their legitimate needs.  In a time sharing situation, make access to other users’ directories by a further password

	Data could be read directly from the screen if the screen is facing the window.  
	Re-site the screen.

	Data could be read from the screen by a radio device outside the building tuned to receive emissions from the screen.  
	Fit the terminal or the room with a screen, which absorbs those emissions.

	The ID and password of an authorised user can be stolen. 
	Do not write it down or lend your password

	Discs could be stolen and read elsewhere. 
	 Lock them up.

	Data might be left on the screen and read by a passer by.  
	Re-site the terminal to make Users log-off before doing something else. Computer could automatically log them off after a few minutes of inactivity

	Unauthorised access to rooms where terminals are sited 
	could be controlled by smart cards or keys

	Data could be read via access from a remote, unauthorised terminal.  
	Terminal hardware must identify itself.


b

	To control altering data.  
	Have a menu system which does not give up-date facilities to everyone

	Where read access to the data has to be allowed, 
	Have an extra password necessary to allow alterations.

	If volatile data is corrupted or destroyed by a power failure, 
	make sure recent back-up or roll-back facility

	Control access to room where large scale magnetic storage is used 
	To avoid sabotage by a large magnet.

	In case of fire destroying equipment or data, 
	make sure backup equipment or data is stored elsewhere


1995.8 (10 marks)

An estate agency uses a PC based network system to assist in the operation of its business.  The main uses of the system are word-processing and the maintenance of customer and property details.  Although the majority of files are stored on the network server the manager of the agency holds certain confidential files on her station only.  You are asked to devise an efficient backup strategy for the system.

a) What hardware is required to enable the whole system to be backed-up? (2)

b) Give THREE features of the backup software that will be required to enable an efficient strategy to be developed. (3)

c) Suggest an appropriate backup strategy. (3)

d) What physical precautions should be taken with the backup media to ensure that recovery can take place? (2)

(a) A tape streamer (1) and a local disc for the station (1)

Accept CD-ROM drive with the ability to master or CE-WORM

Portable external hard disc

(b)

	mirror image
	backup all files

	backup only changed files
	procedure customisation

	backup selected file types/save set
	automated backup at specified time

	recovery of all files
	recovery of selected files (1) to different paths (1)

	backup stand-alone whenever there are changes
	work concurrently with System Audit Log

	verification concept
	


	(c) WHAT to backup (1) 
	WHEN to backup (1)

	any further explanation (1)
	backup all files once/twice per week

	backup only changed files daily
	write protect

	verify/write
	confidential files on separate station require backup


(IF verify is in a or b need different)

	(d) secure (e.g. lock away) and fireproof storage or any natural disaster
	off-site storage

	physical write protect
	use a sequence of tapes to avoid overwrite


1998.6 (14 marks)

A publishing company administers its business by using a database system running on a network of PCs.  The main uses are to process customer orders and to log payments.  You have been asked about backup strategies and their importance.

(a) Give two reasons why it is essential that this company has a workable backup strategy. (2)
(b) State five factors that should be considered in a backup strategy, illustrating each factor with an example.(10)
Despite all the precautions, some data might still be lost if there was a system failure.  Give two reasons why this might be the case.(2)

	To avoid permanent data loss (1)

To ensure the integrity of stored data (1)

	(b)
Any five from the following, a valid example must be given though (1 +1)*5

Selection of hardware / storage medium

Selection of software with regard to facilities

Recording of transactions

What will be copied? (Full or differential)

Frequency of copying

Backup copies kept (e.g. file generations)

Recovery method

Job specification and responsibilities

Physical security of backup medium

	(c) Any two

Transaction being processed was lost

Failure of the storage medium

Backup copies taken but never verified

Failure of manual processes

No record made of transactions since last backup

Backup media reused and system fails before latest backup is complete.


1999.1 (4 marks) 

Explain, using examples, the distinction between security and privacy as applied to data held in a computerized information system.

2000.4. 

The owner of a small newsagent uses a computer to manage her orders and deliveries. Every week she copies the files onto a number of floppy disks and puts the disks into a drawer next to the computer.

a. State three problems that may be caused by this method of backup. (3)

b. Describe a more appropriate backup procedure. (6)

2002.4 All employees of a company have an eight-digit password to access the company's computer network.

State three rules that the employees should follow to ensure the effective use of the password system. (3 marks)

· Employees should not write their passwords down

· Passwords should be changed regularly

· Passwords should not contain memorable data/be used for other systems/allow an example

· Passwords should not be revealed to other people

· Allow not leave stations logged on

NOT VARIABLE LENGTH PASSWORD/ENCRYPTED ON SCREEN

NB PASSWORD IS ALL NUMBERS (DIGITS)

Max 3
January 2002.2. Passwords, entered at a keyboard, are often used as a method of protecting data against malicious access. Give two other methods of preventing access to data. (2 marks)

• Biometric measures/retina scan/thumb print/voice (pattern) recognition

• Physical measures/Removal of disks/Locks-various

• Swipe cards

• Encryption

• Firewall

January 2002.3. A company has procedures to backup the data files held on its computer system on a regular basis. Explain why recovery procedures should also be in place. (3 marks)

• Ensure that the computer system is available

• Ensure that up-to-date information is available

• Ensure that alternative accommodation for computer systems is available

• Ensure that staff will be available and know what their role is

June 2001.5 The head of a company’s IT services department is to give a presentation on data security to all computer users within the company.

(a) Give three methods of ensuring data security that she should include in the content of her presentation. (3 marks)

(b) She decides to develop a computer-based presentation to be displayed using an LCD projector rather than creating overhead projector transparencies.

(i) State three functions of the presentation software that are only available for use with the LCD projector. (3 marks)

(ii) Describe two design considerations that she needs to take into account in order to develop an effective presentation. (4 marks)

Topic 11.8 - Security of Data (a) 11.4 - Capabilities of Software (b) 11.6

(a)

• Security procedures e.g. not leaving terminals logged on/ password security

• Staffing issues vetting/training/dismissal

• Backup procedures

• Use of encryption

• Virus checking

• Levels of permitted access

• Use of passwords

• Use of software to monitor all terminal activity

Any 3 °— 1 3

(b) (i)

• Automation of presentation/timing/ Availability of transitions between slides

• Use of video/animation/sound to improve impact

• Ease of editing presentation/ability to change or update information instantly

• Importing of live information from other packages

• Pack and go/creation of stand-alone presentations

Any 3 °— 1 3

(b) (ii)

• Font sizes for text (1) appropriate to venue/audience etc (1)

• Use of style/colour/material (1) appropriate to intended audience (1)

• Application of Company' Standards (1) e.g. layout, logos etc. (1)

• Adoption of clear layout principles/Avoidance of information overload (1) in order to impart information effectively (1)

• Use of good quality Images/Animation/Sound (1) to emphasise information/as poor quality items will distract audience (1)

Any 2 °— (2,1,0) 4

January 2001.9 An Internet sales company carries out its business with the assistance of a database system running on a network of PCs. The main tasks are the processing of customer orders and the logging of payments. You have been asked to advise the company on backup strategies and to explain their importance.

(a) Give two reasons why it is essential that this company has a backup strategy. (2 marks)

(b) State five factors that should be considered in a backup strategy, illustrating each factor with an example. (10 marks)

(a)

• To avoid permanent data loss

• To ensure the integrity of stored data e.g. backup sufficiently up to date

MAX 2 marks 2

(b)

• Selection of hardware/storage medium (1) e.g. DAT Tape/RAID etc. (1)

• Selection of software(1) with regard to facilities(1)

• Recording of transactions (1) e.g.…..(1)

• What will be copied? (Full or differential) (1) e.g.……….(1)

• Frequency of copying (1) e.g.………….(1)

• Number of backup copies kept (1) e.g.…………(1)

• Recovery Procedures (1) e.g.……………(1)

• Location/security of backup storage (1) e.g. Off-site/Fireproof safe/via INTERNET (1)

• Job responsibilities for backup strategy (1) e.g.………….(1)

• Prevention of access to backup (1) e.g. encryption/access rights/password protection (1)

• Organisation of backups (1) e.g. labelling…………..(1)

• Timing of backup operation (1) e.g. at night when the system is quiet (1)

Any 5 °— (2, 1, 0) 10
January 2001.11 Employees can often be responsible for causing loss or damage to their company’s data. Regular backups are taken by the company, but in order to prevent employees from causing such loss or damage, describe:

(a) two measures that could be incorporated into the hardware used; (4 marks)

(b) two software features that could be used; (4 marks)

(c) two other procedures that the company could introduce. (4 marks)

11 11.8 Security of data

(a)

• Keyboard locks/swipecards (1) to prevent use of equipment by unauthorised persons (1)

• Floppy disk drive lock (1) to prevent unauthorised copying/removal/addition of data (1)

• Proxy Server (1) to prevent unauthorised remote access (1)

• Removable disk drives (1) so data can be kept away from equipment (1)

Any 2 °— (2, 1, 0) 4

(b)

• Password protection (1) to prevent access to system (1) / restriction of number of attempts to enter password (1)

• Firewall (1) to prevent unauthorised remote access (1)

• Virus checker (1) to prevent corruption of data (1)

• Use of encryption (1) data coded before storage and/or transmission (1)

• Access levels (1) to allow user a certain level of privilege e.g. read/write, browse, access to operating system etc (1)

Any 2 °— (2, 1, 0) 4

(c)

• Regular changes of password/ prevention of poorly chosen passwords/ staff not allowed to have written copies of password left by equipment (1) to minimise chances of disclosure etc.

(1)

• Careful vetting of users (1) before they are allowed user/access rights (1)

• Room/Equipment security measures (1) e.g.……………(1)

• Shut down procedures (1) to prevent terminals being left open (1)

• Staff not allowed to bring in Floppy disks/software (1) to prevent importing of viruses/

exporting of data etc. (1)

• Any of the above not mentioned

Any 2 °— (2, 1, 0) 4
Jan 2003.8

An international airport is open 24 hours every day of the year.  Its computer-based flight information system for arrivals and departures is essential to the smooth running of the airport.

Describe four factors that the airport must consider when designing backup and recovery procedures for this system.  (8 marks)

· Testing of recovery plan (1) e.g. by testing that the backups have worked (1)

· Training of staff to cope (1) ensuring that trained staff are always available/on call (1)

· Recovery plan that includes both staff (1) equipment (1) location (I) data/software (1) any two

· Frequency of backup (1) must be continuous (1)

· Backup media/system suitable for large online system (1) e.g. mirroring/RAID (1)

· Location (1) e.g. off-site, if on-site needs to be bomb proof! (1)

· Availability (1) e.g. fast comms link needs to be instantly available (1)

· Security of backup (1) security of location NOT FIRE PROOF SAFE/LOCKED DRAWER (1)

· ALLOW consequences of failure (1) discussion relevant to flight information system (1)

4 x (2,1,0) NB candidates must include points 1 and/or 2 for full marks
June 2003.5

A doctor’s surgery has recently converted its manual patient record system to a computer-based system.

a. Describe two methods that the surgery could use to keep these computer-based records secure. (4 marks)

b. The surgery also needs to ensure the privacy of the records.  Using an example from the above system, describe the difference between security and privacy.  (3 marks)
http://www.nchadderton.zen.co.uk/front.htm
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