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BIOMETRIC SECURITY
Eyes


Both retina and iris scanning are used. Retina scanning captures unique pattern of blood vessels. It is extremely secure and accurate. However, it is expensive and requires perfect alignment and usually the user must look in monocular or binocular receptacle. Iris captures unique patterns of an iris. It is secure, does not


need physical contact and non-intrusive. However, it is expensive and sensitive to environmental conditions. Suitable for high security applications in controlled environment.





Hands


Fingerprinting use unique patterns known as loops, arches, and whorls.


Pros: easy to use, inexpensive, large available database


Cons: not as reliable as retina or iris


Current Use: access control, computer access


Hand geometry captures unique characteristics such as finger heights (up to 90 characteristics)


Pros: easy to use and inexpensive


Cons: balky and sensitive to environment


Current Use: access control, computer access








Voice


Captures unique characteristics of voice.


Pros: Easy to use and understand, non-intrusive, accepted by users


Cons: Sensitive to background conditions such as noises.


Current use: automated call centres, e-commerce








Face


Face recognition captures characteristics of a face either from video or still image and translates unique characteristics of a face into a set of numbers.


Pros: Suitable for identification applications;


relatively unobtrusive


Cons: Can be fooled by light conditions, sunglasses, facial hair, etc. Expensive


Current use: Identification (law enforcement) uses as well as identity authentication uses








ALSO


In addition, other Biometric Techniques include vein pattern scanning, use of individual scent, measuring earlobes, individual keystroke dynamics, and signature verification. These methodologies are less developed and are not widely used. 
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