Revision ICT01 - Section 10.3 Data Protection Legislation

Syllabus Segment

1.10.2  Data protection legislation

· Recall the nature, purpose and provisions of the current data protection legislation of the Public Register.

· Recall the type of information covered and various exemptions from the legislation.

· Recall the definitions of processing and consent to process

· Explain how the requirements of the legislation impact on data collection and use

· Describe the obligations of data users under the legislation.

· Recall the rights of individuals under the legislation.


· Recall the role of the Registrar (Commissioner) in encouraging good practice, acting as Ombudsman and enforcing legislation..

Specific Objectives

Students should be able to:-

· Recall the reasons why data protection legislation was originally introduced

· Recall the outline form of the original 1984 data protection legislation

· Describe, using appropriate examples, shortcomings and limitations of the 1984 act

· State the main objectives of the European Data Protection Directive to include

· Homogonization of data protection legislation

· Assitance with cross border data flow

· Formalisation of ad hoc legisaltion covering sensitive information

· Integration with European Human Rights legislation

· State the eight principles of the current (1998) Data Protection Act

Personal data shall:-

1. be obtained and processed fairly and lawfully 

2. be held and processed only for the lawful purposes described in the register entry 

3. be used only for those purposes and only be disclosed to those people in the register entry 

4. be adequate, relevant and not excessive in relation to the purpose for which they are held 

5. be accurate and, where necessary, kept up to date 

6. be held no longer than is necessary for the registered purpose 

7. be surrounded by proper security 

8. not be transferred outside of the European Economic Area unless the country that the data is being sent to has a suitable data protection law.

· State the main rights of a data subject

1. A subject is entitled to view any data that a data controller stores about him. 

2. A data controller must correct or delete any data about a data subject which is inaccurate. 

3. A data subject may prevent processing which could cause damage or distress. 

4. A data subject may prevent processing for direct marketing purposes. 

5. A data subject may demand that any decision which will significantly affect him is not taken solely on the basis of automatic processing. 

6. If a data subject is not happy with the way he has been treated by a data controller then he can complain to the Data Protection Commissioner. 

7. If a data subject suffers actual loss as a result of the use of inaccurate data then he can claim compensation from the responsible data controller.

· Understand the meaning of the key terms used in the DPA 1998, to include

· Personal Data

· Data subject

· Data controller 

· State the types of data covered by the 1998 DPA to include

· All processed data

· All data held on both manual and computerised systems

· Recall types of 'sensitive data' in DPA 1998, to include

Race , religion, sexual orientation, trade union membership, political affiliation

· Describe exemptions from the act , to include

· Complete exemptions - domestic data e.g. christmas card list; data held for national security

· Partial exemptions - 

· Disclosure - 
To prevent crime or tax fraud

Where court orders disclosure

· Access -

Data relating to health

Data relating to a school's pupils

Data useed in investigation of crime/tax fraud

· Storage Time 
Historical and research data

· Recall the information that data controller must provide on registration,  to include

· The data controller’s name. 

· The data controller’s address. 

· A description of the data to be stored. 

· The purposes for which the data are used. 

· The people to whom the data controller may wish to disclose the information. 

· Any overseas countries to which the data controller may wish to transfer the personal data. 

· A general description of the security measures taken to protect the data.

· Describe the role of the Data Protection Commissioner

· Describe the process that a data subject must undertake to view their data

· Describe limitations of the current Data Protection Legislation, to include

· The Act does not provide individuals with a method to find out who stores data about them. 

· There are many exceptions of data which are not covered by the act. 

· Organisations are free to pass on information about you to other organisations so long as they tell you.

Describe in outline form other legislation concerned with the protection of personal data e.g the Regulatory Investigatory Powers Act
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Web links 

http://www.alcester.net/ags/links/Information_Technology/AS/IT01/9_Legal_Framework/DPA

PowerPoint Presentation

http://www.alcester.net/AS/it01resources/dataprotectionact2.ppt
Quick Revsion

1. When did the current data protection act come into force

2. What is meant by personal information under the terms of the act

3. What is meant by 'trans-border data flow'

4. What are the 8 main data protection principles

5. State 3 obligations of data holders

6. State 3 rights of data subjects

7. What is the role of the Data Protection Commissioner

8. What information do organisations have to provide when the register as Data Holders

9. State three types of data that is exempt from the current data protection legislation

10. What is meant by the term 'sensitive data' and what restrictions does the DPA place on this type of data

Typical Exam Questions

Jan 2001

(a) State five of the principles of the 1998 Data Protection Act. (5 marks)

(b) Describe two exemptions to the 1998 Data Protection Act. (4 marks)

May 2001

(a) State why an organisation must apply for entry on to the Data Protection Register. 

(1 mark)

(b) State three items of information that must be provided by the data user about the data that is to be stored. (3 marks)

Jan 2002

Data protection legislation was introduced into the UK in 1984; it has since been superseded by the 1998 Act.

(a) State why the legislation was originally introduced. (1 mark)

(b) State what type of data is the subject of the Data Protection Act 1998. (2 marks)

(c ) A company wishes to collect data from order forms submitted by its customers to sell to other companies. State two actions that the company must take so that it can legally collect and sell that data. (2 marks)

(d) The Data Protection Act gives individuals the right to see what data is being held about them.

(i) State how an individual must ask to do this. (1 mark)

(ii) Could an individual have to pay to receive a copy of his or her data? (1 mark)

